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Abstract

Thesafetyandreliability of currentinternetandvarious
enterprisenetworkshavebeenconstantlychallengedby the
increasedrequencyand virulenceof wormoutbreaks.Un-
fortunately the situationis getting worse by the following
observations:(1) securitypracticeshavediscorered more
worm-friendly vulnembilities than before; (2) reseach re-
sultsshowthatbetterengineeedwormslike Warholworms
and Flashwormscould spread acrossthe Internet within
just 15 minutesor even30 seconds.

To addressthesechallenges, this paperpropose<yber
Trap, a systemati@pproac to mitigatewormpropagation.
Dueto worms'scanningnature, every|P addressin current
IPv4 (2%2) spacewill be intendedby live worms with
certain probability. CyberTap takes a defensiveuse of
unusedor darknetlP space: r stly, CyberTap accuiately
identi esworminstancesy trappingthemwith thedarknet
space; then CyberTap actively takes countermeasues,
like r ewalling or bladholing to quarantinethoseworms
after collectinginfectionfacts. This paperpresentdormal
analysisof CyberTap and examinesits effectivenessand
responsivenesm protecting enterprise networks. Both
analytical and simulationresultsshowthat deploymenbf
CyberTap with a =10 internal or external darknetspace
in one enterprisecould effectively limit infectiousworm
percentage within that enterpriseto lessthan 3%.

1 Intr oduction

Disruptive worm spreadingcontinuesto posea serious
threatto thesafetyof currentinternetandvariousenterprise
networks since the infamousMorris worms[26] of early
1988. Unfortunately recentworms have occurredmore
frequently than before: Code Red worms [4] in 2001,
SQLSlammerworms [6] in 2002, MSBlasterworms [5]
in 2003, and Witty Worms [9], and Sassemworms [8] in
2004. Partially dueto increasedcompleities in systemor
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applicationsoftwaresfor rich functionalitiesandextensible
features,lots of software bugs are unintentionallyintro-
duced.CERT keepstrackof reportedvulnerabilities[] and
the resultis shavn in gure 1. It is upsetto notethat it
apparentlyexhibitstheundesirableapidgrowth of software
defects. Even worse, current worms could be further
improved and betterengineeredso that hyperspreading
worms like Warhol and Flash worms could spreadacross
the Internetwithin just 15 minutes[28] or even 30 seconds
[27]. The wide availability of vulnerabilitiesand potential
fasterworms demandinstantresponseand effective con-
tainmentof virulentworms.

Addressingscanningworms which attemptto locate
a vulnerablehost before actually initiating the infection,
various automateddefenseshave been proposedto de-
tect the anomaly of infected hosts[35, 12, 10, 24, 14]
and, accordingly con ne [39, 34, 23, 15 or slov-down
[11, 31, 29] the worm propagtion. This paperproposes
a novel and complementingapproachcalled CyberTrap.
CyberTrapis a systematiavorm-curtailingschemeandcan
bedifferentiatedrom otherschemesn following ways:

In order to accuratelydetectworm infections, Cy-
berTrap takesadwantageof possiblyscatteredlarknet
spacesandanalyzeghe traf c to/from thosedarknet.



A darknetis a portion of routeablelP spacein which
no active servicesor senersreside.Dueto the nature
of scanningworms, a darknetis extremely helpful to
accuratelylocateinfectingworms.

Insteadof passvely monitoringary infection attempt
to darknets,CyberTap dynamicallyinstantiatesvul-

nerableservicedo capturdive worms. Thevulnerable
servicesare sandbord within a highly con gurable
virtual machineernvironmentand actualinfection ac-
tivities are recorded. The purposeof collecting in-

fection factsas evidenceis two-fold: (1) it justi es

countermeasuresnitiated later to quarantineworm

nodes;(2) it collectslive worm copieswhich is used
to extractworm signaturedor variousIDS systems.

With consideratiorof currentpeeringarchitectureof

Internetandthe fact of eachpeeringAS or enterprise
is only authoritatve within its own domain,CyberTrap

is deployedby theauthorityof eachenterprisedomain
and takes effective countermeasureso temporarily
guarantinenternalwormsand block trafc from ex-

ternalworms. Differentdeploymentof CyberTrapsin

differentdomainscould cooperatewith eachotherto

maximizetheir effectiveness.

The rest of paperis organizedas follows: Section?2
describegheoverall architectureof CyberTrapandempha-
sizesthe uniquenessem defensive use of darknetspace.
The following section analyzesCyberTrap in different
deployment scenariosand demonstratests effectiveness
and responsienessby deriving numericaland simulation
results.In Sectiond, we furtherdiscussoperationatequire-
mentsof CyberTapandstudypotentialattacksandfurther
improvement.Finally, Section5 examinegrelatedwork and
Section6 concludeghis paper

2 CyberTrap Approach

Figure 2 shavs the operationalview of CyberTap.
Supposesomeworm is currently propa@ting acrossthe
Internetand enterprisenetwork A (12810:0:0=16) and B
(12910:0:0=16) have deployedCyberTaps.Forillustration
purpose,Figure 2 only shavs one worm interactionwith
CyberTrapin enterprisenetwork A.

CyberTrap takes adwantagesof two types of darknet
spaces:internal and external Internal darknetaddresses
have beenof cially allocatedto the deplgying enterprise
while externaldarknetaddressearelnternet-wideandhave
not of cially assignedo ary entity. It should be noted
that the Internet-wide darknet spacemay only be used
unofcially andary enterpriseshould not publicly claim
thataddresdlock. In Figure2, the CyberTapin enterprise
A has an internal darknet space(12810:2540=24) and

an external darknetspace(11:0:0:0=8'). Similarly, the
CyberTrap in enterpriseB has anotherinternal darknet
space(12910:2540=24) and the same external darknet
spacg11:0:0:0=8). Asshavnin Figure2, CyberTrapworks
asfollows:

ObservingInfection AttemptNode H 1 in enterprise
A sendsinfection attemptsto potential victims and
every IP is likely to receve the attemptwith certain
probability As shown in stepl, the worm H1 is

attemptingto infect a nodewith IP 11:11:11:1. The
borderrouter R1 of enterpriseA is able to obsere

thetrafc sincethe destinationlP doesnot belongto

enterpriseA.

Rediecting Infection Attempt Basedon con gured
external darknetspacerange, the border router R1
realizesthatthetraf ¢ is suspicioussinceit is heading
to an unusedexternal IP. R1 redirects(step 2) the
trafc to the CyberTrapcenter

Triggering Worm Infection CyberTrap further exam-
ines the trafc and realizesit is possibly a worm.
A virtual machinewith correspondingervice(s)may
be dynamically instantiatedso that the infection is
triggered(step3) andall ensuingraf ¢ is recorded.

Quarantining Infecting Worm Oncethe worm is trig-
geredto exposeits behaior, Cybertrapcould accu-
ratelyidentify the existenceof worms. After nodeH 1
is identi ed , the closestrouter (R1 in this case)to
H 1 would be instructed(step4) to inserta Itering
rule,i.e., FW1in Ciscoaccesdist command33], to
dropary wormtrafc generatedby H 1 andessentially
quarantine(step5) H1. However, if CyberTap in
enterpriseA detectsan infection from a node, say
H 3, of enterpriseB, CyberTap in A could either
(1) notify CyberTrapin B with collectedevidenceso
thatCyberTapin B couldtake correspondingounter
measuredasedon that evidence;or (2) blacklist the
worm trafc from H3 in R1 so thatit can protect
internal vulnerablehostsin enterpriseA from being
infectedby H 3.

CyberTrapis uniquein its playgmound i.e., darknet,and
is ableto achieve nearly-zerofalse positive andlow false
negatives dueto the exploitation of darknetspaceandthe
provocationof worm behaiors.

2.1 Trapping Worms Using Darknets

Wormsreplicatethemseleswithout humaninteractions
by remotely exploiting knownvulnerabilitiesin operating

1The addreslock 11:0:0:0=8 is chosenjust for illustration purpose
andwe assumehat this addressblock hasnot of®cially assignedo ary
entity in this paper
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Figure 2. Operational View of CyberTrap

systemsor applicationservices. If we break down the
actionsof theseworms|[4] [5] [6], the following common
behaiors or stageswill be exposed: Target Selection
Exploitation andReplication[19].

Target Selection

Exploitation

A Worm A Victim

Replication

Figure 3. Staged View of Worm Infection

Duringthestageof targetselectionaworm sourcepicks
up a target accordingto a certainselectionlogic. In the
caseof MSBlasterworms, with a probability of 60%, the
targetis choserrandomly With a probability of 40% hosts

within the sameclassB network asitself will be selected.

Code-Redl| worm is anothervirulentworm which opensa
numberof thread$ to probehosts: with the probability of
1=2, it will attempthostsin thesameclassA network asthe
worm node;with theprobabilityof 3=8, it will probetargets
in the sameclassB network asitself; with the probability
of 1=8, it will scantargetsrandomly[28. A simpleICMP
edorequesbr TCP synpaclet hasbeenobseredto probe
anodebeforeactuallyinitiating the exploitation.

A large darknetspacelike a classA network, i.e., a
=8 network, could provide enoughopportunityto obsere
worms, particularly randomly scanningworms. Assume

2Thenumberof threadds dependenbn whetherthe Chinesdanguage
is installedin the systemor not. If Chineses the languagenstalled,the
Code-Red| worm will open600 threadsandstartinfections. Otherwise,
300 threadswill becreated.

a large numberof vulnerablehostslike 10 million® for
a randomly scanningworm and denotethe probability of
wormshitting the darknetspaceandcontactinga victim as

and ,respectiely. Wehave = = 1:68 whichmeans
thatit is morelikely for the darknetspaceto obsere the
worm rst beforeothervictimsarecontactedHowever, due
to thepossiblylocal subnetpreferencdor worm spreading,
it is desirableto have a scatterectollectionof small dark-
netseven thoughit may causeadditional complexities in
deploying andmanaginghesedarknets.

2.2 Triggering Worms UsingVM-based Sandbox-
ing

As pointed out before, worms exploits certain vul-
nerabilitiesto propagte themseles and thoseremotely-
exploitable vulnerabilities are exhibited within particular
servicesprovided by victims. The requirementfor suc-
cessfullyexploiting thesevulnerabilitiesremotelyandself-
propa@ting natureof wormssuggesthe existenceof cer
tain characteristicen wormtrafc likethesamedestination
port number[6, 4, 5]. Thoughit is ableto detectincoming
probingsby passiely monitoring darknetspacesjnterac-
tion with wormsis still necessaryo triggerthemto expose
or releasetheir payloads(Exploitation and Replicationin
Figure3).

In orderto exposeclearly worms' behaior andjustify
later reactionmeasuredik e blacklistingand Itering, Cy-
berTrap triggerslive wormsheadingdarknetspaceswithin
a safe sandboxervironment. In additionsto exposing
commoninformationlik e destinatiorport, the executionof
wormscould alsourveil almostidenticalworm payload$.

3t is estimatedthat there is 360; 000 hostsinfected by Code-Red
worms.
4Polymorphicwormswill have multiple forms deliberatelyhiding the



Thesestriking similaritiescanbe easilyleveragedto iden-
tify worms' existence.

However, CyberTap needsto instantiateappropriate
vulnerableserviceqquickly simply from collectedprobings
andelicit live wormssafelyto preventunintentionalkconse-
guencer damages.Recentadwancesin virtual machine
techniquemale it possibleto quickly instantiatea whole
systemmagewithin secondsindcon ne potentialdamages
causedby live worms. However, the identi cation of
suitablevulnerableserviceneedscompleteknowledge of
existedvulnerabilitiesandcarefulclassi cationof probings.
We have a prototypeof suchsystemcalled BAIT-TRAP
[17] which is able to composeand deploy a VM-based
honey/potwithin seconds.

2.3 Quarantining Worms Through Blacklisting
and Filtering

Addressblacklisting and paclet Itering are two ma-
jor approacheso quarantineworm propagtion. Address
blacklistingexcludestrafc from identi ed worm sources,
while paclet Itering coulddroptrafc accordingto spec-
i ed rules. Therule canbeatrafc o w speci cationor a
typical payloadcontent,which is identi ed asa particular
worm signature. Strictly speaking,addresdlacklistingis
a specialform of paclet ltering. Theaccessontrolentry
(FW1)in Figure2 is anexampleof addresslacklisting.

CyberTapis designedo supportboth methodsto mit-
igate spreadingworms and its ultimate goal is to realize
completeautomatiorfor worm quarantine:

Firstly, traf c communicatingvith administratediark-
net spacesare automaticallyclassi ed accordingto
intendedservices;

Secondly thoseworm trafc relatedto one service
typeis groupedandleveragedo automaticallyextract
worm signatures;

Thirdly, thoseworm signaturesare automaticallyup-
loadedto recon gure re walling or routing devicesto
droprelevantworm traf c.

Recentresearclefforts like Autograph[21] and EarlyBird
[25] are exploring automaticwaysto extract worm signa-
tures. This paperexaminesthe approactof addresslack-
listing. However, it canbe easilyextendedo accommodate
signature-basecdontent Itering.

In the following sectionswe studythe formal analysis
of CyberTrapandexamineits effectivenessandresponsie-
ness.

worm payloads,but they still exhibit common information like same
destinatiorport number

5Autograph[2] suggestedhe mostrecurringcontentblock could be
assumedstheworm signature.

3 Modeling CyberTrap

In this section,we rst introducethe notationsusedin
our analysis. Thenwe derive CyberTrap modelsbasedon
various deployment scenariosand presenttheir analytical
andnumericalsolutions.

3.1 Notations

Considera simple Internetarchitecturewhich is com-
posedby m peeringenterprisenetworks, E;;i 2 f1l:mg.
Denote the number of infectious nodes, the number of
vulnerablenodes,andthe numberof quarantinechodesat
timet within eachenterprisenetwork E; arel g, (t), Vg, (),
and Rg, (t) respectiely. For corvenience,we represents
the total nurﬁberof nodesinvolved in a worm outbreak
asN (N = ) (Ig, () + Ve, (1) + Re, () = I(t) +
V (t) + V (1)). Thenotationsusedthroughouthis paperare
collectedin tablel.

Supposeheinfectionrateof acertainwormis aconstant

and considerthe overall worm propagtion, the classic
epidemicworm propagtionmodel[16] with a nite popu-
lationis de ned by :

V(t) .
-~ o dt 1)

di(t) =
% dt representthe numberof new wormnodes
contrituted by a singleworm sourcewithin dt periodand
di(t) is the numberof new worm nodesduring the time
period[t; t + dt] with currentworm populationl (t).
Eq (1) is alsoknown asthelogisticequation32] andhas
thefollowing solution:

N
1+e (t T) (2)

whereT is someconstantdependenbn the initial worm
population.

For simplicity, we rstly derive CyberTrapmodelbased
on its deploymenton one enterprisenetwork, then extend
it to multiple eitheruncooperatie or cooperatie enterprise
networks.

1(t) = N

3.2 SingleDeployment

Dueto administratve restrictionsandautonomousgnan-
agementequirementthe CyberTrap,oncedeplo/edwithin
anadministratve domain,needgo differentiatethe source
of incominginfection: if aninfectionis detectedrom its
own network E;, the worm could be quarantineddirectly
by CyberTrap. However, if it is from otherdomains,that
worm sourcecanonly beblacklistedby E; network.

With the averagescanningrate s, the numberof scan
attemptsduring the time period|[t; t + dt] from ary worm



Table 1. Notation used in the paper

| Symbol | Description
E; EnterpriseNetwork E; (i 2 f1::mg)
Vg, (1) the numberof vulnerablemachinesattimei within the EnterpriseNetwork E; duringthe spreadbf worm
V(1) total numberof vulnerablemachinesattimei duringthespreacdfwormV (t) = T, Vg, (t)
lg, (1) thenumberof infectiousmachinesattimei within the EnterpriseNetwork E; duringghe spreadf worm
I (t) thenumberof infectiousmachinesattimei duringthespreadbf wormi (t) = I, Ig (t)
Re, (t) | thenumberof machinesvhichwereinfectedbut laterquarantinedvithin the EnterpriseNetwqsk E; beforetimet
R(t) the numberof machinesvhich wereinfectedbut later quarantinedeforetimet R(t) = |1, Rg, (t)
Be, () thesizeof blacklistaccumulatedy a CyberTapwhichis deplo/edin network EnterpriseNetwork E; attimet
N thetotal numberof machinesnvolvedin a speci c worm outbreak:N=V(t)+(t)+R(t)
/() theinfectionrateof a (self-replicatingworm attime t
Deg, thesizeof total darknetspacesn EnterpriseNetwork E;
Dshar ed thesizeof Internetdarknetspacesrnycastedo ary EnterpriseNetwork E;
[ (1) thehitting rateof awormnodeon a CyberTapattimet
S theaveragenumberof machinescannedy aninfectedmachineperunit time
‘g " i * / CyberTrap-Protected Network é ol . i Quarantined Hosts \ x O OOOOoo

Infection time units

(a) Percentagef InfectiousNodes
Nodes
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Figure 4. The Effectiveness of CyberTrap Against Random-Scanning Worms

sourcess dt, andthereforethereares dt
in totalfor all I (t) wormsources.

If we considerrandom-scanningvorms which choose
ary Internethostwith the sameprobability 1=2%?, thenthe
probability of a machinebeingscannedoy ary of current
wormnodesis (t) = 1 (1 %)S®d  Col(t)dt®,
wherethe constantCo = 3. With the total numberof
currentscanattempts the expectednumberof vulnerable
machinesn enterprisenetwork E; thatwill besulvertedas
infectiousnodesduring[t; t + dt]is (t) Vg, (t). In other
words,

I (t) scans

dVEi (t) _
dt

Col (t)Ve, (t) 8i 2 fl:img 3)

6The approximatioris achiesed by Taylor expansionbasecbn thefact
thatsl (t)dt is muchsmallerthan232.

Theminussignshavs thedecreasingiumberof vulnerable
nodesandthusthe increasingnumberof infectiousnodes
dueto currentinfectionattempts.

Supposethe only CyberTap is deplged within the
EnterpriseNetwork E; with its own darknetspaceDg; and
a sharedinternetdarknetspaceD ghar eq- The probability
of a live worm outsideE; hitting the CyberTrap andthus

blacklistedfrom Ej is = 1 (1 25)%*  Cg, 4dt;
wheretheconstanCg, ;1 = SZ% = CoDg, . Basedonthe
samereasoningthe probability of a live worm inside E;
hitting the CyberTapduringtime period|t; t + dt] is =
1 (1 W)Sd‘ Ck, ;2dt; wherethe constant

S(DE>+Dsha\r ed)
Cej2 = —L5m—— = Co(Dg;, + Dshared) =

Ceg,1+ Cp if wedene Cp,,,, ., = CoDshar ed-

shar ed
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Figure 5. The Impact of Varying Size of Darknet Spaces in CyberTrap

Thereforewe cancalculatethe blacklistovertimeas

dBg, (1) (1) Tg () Bg (1)
Cga(l(t) 1g (1) Bg(h)dt

andre ne the Eq (3) becausef theimpactof blacklist-
ing asfollows:

(4)

dVe, (1) _
dt

Col (t)Vg, (1)
Co(l ()  Be; (Ve (1)

ifi 6]
ifi=]
5)
Accordingly, thenumberof worm nodeghatarequaran-
tinedduringthetime period[t; t + dt] is:

0 ifi 6]
lg, (1) = Cg, 2l (Ot ifi =
(6)
Assuminga staticnumberof involved hostswithin each
domaini, we have

dig, (1) , dVe, (1) , dRe, (1)
dt dt dt

Eq (4,5, 6, and7) representhe CyberTrap modelwhen
thereis only onedeploymentof CyberTap.

In order to showv the effectivenessof CyberTrap, we
provide an example input in table 2 and shav corre-
spondingnumerical solutionsin gure (7). The X-axis
is in infection time units eachtime unit is the duration
of one successfulvorm infection session(usually several
secondgo tensof seconds). Figure 4(a), 4(b), and 4(c)
shaw the percentagef infectiousnodesyulnerablenodes,
andquarantined/blacklistedodes(enabledby CyberTrap),
respectiely. The percentagds calculatedbasedon the
total number of involved nodeswithin its own domain
only. Figure 4(a) shavs that the active spreadingworms
canbe effectively mitigatedby deployed CyberTap. With
only a classB network (Dshar ed + Dg,) asthe darknet

dRe, (t) =

=0, 8i2fl:mg: (7)

Parameter| Value | Description
N 10° Total vulnerablenodes
S 10 Scanningateof inspectedvorm
m 2 Two peeringnetworks (E; andE»)
E; E1 CyberTrap-protectedhetwork E;
Denared | 216 1 | a=16network asexternaldarknet
e, (0) 0 Initially worm nodesin E;
Ve, (0) N=256 | Initial vulnerablenodesn E,
Re, (0) 0 Initial quarantinedhodesin E;
Be, (0) 0 Initial blacklistsizeof CyberTap
De, 28 1 | a=24network asinternaldarknet
le,(0) 10 Initial numberof worm nodesn E»
Ve, (0) | & | Initially vulnerablenodesin E

Table 2. Parameter s used to demonstrate the
effectiveness of CyberTrap

space CyberTrap could limit the maximumpercentagef

infecting (random-scanningyjvormsto 80% With larger
darknetspacelike a classA network, CyberTrap could
performbetter(shavn in Figure 5(a)). Figure4(b) shovs
two almostidentical vulnerablenodescurves even though
one network hasdeployed the CyberTrap. This is dueto

thereactivenatureof blacklist. Theresultis consistentvith

[23] andsuggestainotheeffective mechanismi.e.,content
Itering. Figure 4(c) further details the accumulationof

eitherguarantinedr blacklistedhosts.Therapidgrowth of

guarantinecurweillustratesthe power of CyberTrap,while

the slow growth of blacklistedhostsrevealsthe needsfor

largerdarknetspaceor CyberTap purpose.

Thesizeof darknetspaceparticularlyD ghar eq, playsan
importantrole for CyberTap. In orderto shav theimpact
of Dshar ed, We increaseVe, (0) in table 2 as N=2 and
further derive the numericalsolutionwith varying D ghar ed
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size from a =16 network to a =8 network. Figure 5(a),

5(b), and 5(c) shav the percentageof infectious nodes,
vulnerablenodes,andquarantinechodes respectiely. As

shavnin Figure5(a),whenD gpar oq reaches=10network,

the maximum percentagef infecting nodesis decreased
to as low as 3%. It is importantto notice that even

thereis only one deployment, CyberTap could also ef-

fectively slow-down Internet-wideworm propagtion as

shavn in Figure 5(b) and 5(c). The right-shifting among
curves with larger darknetspacedemonstrateshe impact

of quarantininginternal worm nodes. The quarantineof

internalwormsreduceghe likelihoodof othernodesbeing

infected and thus indirectly minimize the risks of other

internal vulnerablenodes. The growing size of blacklist

of CyberTrap (shavn in Figure 6) also contributesto the

Internet-wideslow-down of worm propagtion.

3.3 Multiple Deployment

In this subsectionye extendpreviousmodelanddeploy
CyberTapson my enterprisenetworks (Ec,, ... Ee,, ).
Without lossof generality we denotethemasthe rst my
enterprisenetworks,i.e.,cx = k;k 2 f1::myg. We further
differentiatetwo scenariosbasedon whetherthere exists
cooperatioramongdeployed CyberTrapsor not.

If thereis no cooperatioramongthem,the Eq (4, 5, and
6) couldbe simply extendedasfollows:

dBg, (1) _ Cea(l(®) Te () Be (1) ifi  my
dt 0 if me <i
8
dVg, (t) _ Co(l(t) Bg, (t)Ve (t) ifi myg
dt Col (t)Vg, (1) ifmg<i m

(9)

dREI(t) _ CEi;ZIEi(t) if i My
dg ~ o0 ifme<i m

(10

Combinedwith Eq (7), theseequations(8, 9, and 10)
representincooperatie CyberTapmodelwith my deploy-
ment.

However, if differentCyberTrapsarecooperatie in that
eachCyberTrap will notify otherresponsibleCyberTraps
andshareblacklistsonceit detectssomeworm sourcesn
otherdomainsthe Eq (8, 9, and10) canbe furtherre ned
asfollows:

Be, (1) ifi  myg
ifme<i m
(11)

dBe (1) _  C2.,(12 (1)
dt 0

dVg, (1) _ Co(l(t) Bg, (1) Ve (t) ifi myg
dt Col (t)Vg, (1) fmg<i m
(12)

dRg, (t) _ Cgi;zhgi(t) ifi  myg
ad ~ o0 ifme<i m

(13)

P
p Where Cg., = 1
P1j mg CEj§l t Coyur ea

mg<j m IEj (t)

In orderto comparetheir effectiveness,we shav one
example deployment of CyberTrap with my = 4 anda
classB network as internal darknetsize and derive the
numericalsolutionsin Figure 7(a), 7(b) and 7(c). Other
parameterarethe sameasin table2. As expected cooper
ative CyberTrapsperformsbetterthanisolatedCyberTraps.
This is becauseof the impact of federationof darknet
size from different enterprises. However, even without
cooperatioramongCyberTaps, multiple deploymentsstill
achieves betterresultsthan single deployment, which can
be shavn by comparingthe =16 curwe in Figure 5(a) and
the uncooperatie curve in Figure7(a). We also extended
the uniform-scanworm simulatororiginally developedby
Zou [37] andthe simulationresultsmatchingthe numerical
resultsvery well. Particularly, a =10 externaldarknetspace
in one enterprisecould effectively limit infectiousworm
percentag&vithin thatenterpriseo lessthan3%.

However, if the cooperationrelationshipis not estab-

m CEJ§17 Cgi;Z
and 12 (t)

mlished securely and safely it might be vulnerable and

alusedto intentionally quarantindegitimate users.To en-
ableasecurecooperationit is necessaryo authenticatéhe
identity of cooperatingCyberTapsand verify the validity
of infection evidence. In following section, we further
examine operationalrequirements potential attacks, and
furtherimprovementrelatedto CyberTrap.
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Figure 7. Un-cooperative CyberTraps v.s. Cooperative CyberTraps

4 Discussion

As shawn in section3.2, the responsienessand effec-
tivenesf CyberTraprelieson the availability andobscu-
rity of darknetspace Fortunately CyberTrapdarknetspace
sizerequiremente.g.,a=13network) seemseasonabland
affordable.For example,CAIDA [4] hasuseda =8 network
at UCSD and two =16 networks at Lawrence Berkeley
Laboratory(LBL) to collectrealdatameasuringhe spread
of the CodeRedv2 worm. Four classB networks (a =14
network) have alsobeenusedas Internetsinks[36] moni-
toring how the network is alused.CyberTrap betterutilizes
thesedarknetspacesandreuseshe sameexternal darknet
spacein every deployed enterprisenetwork, which results
in (1) betternetwork efciency by reducingunnecessary
Inter-AS trafc; (2) improved scalability of CyberTrap by
essentiallyarycastingthe external darknetspaceto each
protectedenterprisenetwork; and(3) additionalfeasibility
in effective quarantineof worm nodesfrom thesource.

However, therequiremenfor obscurityis acontroversial
oneandis alsooneof thesourcedor potentialattacks Even
thoughsimilar techniqueik e honegypot [3, 36, 14, 18] has
proved effective in practicein detectingknowvn or evenun-
known attacks,securityby obscurityis still anundesirable
property Similarly, thosedarknetspacausedby CyberTrap
could be disclosedafter a sufciently long time. There
are several practical mitigation schemes: (1) Roaming
CyberTrapcanbeproposedothatCyberTrapdoesnotrely
on x ed darknetnetwork space;(2) Scatteed CyberTap
selectdistributeddarknetspacenhich couldreducecertain
disclosurerisks. Furthermore,a randomizationscheme
could be adoptedso that the darknetis chosenrandomly
to minimize the risks. The randomizationrequirement
imposesthe ability of on-demandnstantiationof vulnera-
ble services. We have successfullydevelopeda prototype
called BAIT-TRAP[17] which hasbeendeplo/ed to take
adwantageof scatteredlarknetspaceanddynamicallystart

avirtual machinewith requiredvulnerableservices.

Besidesthe attackslocating CyberTap space thereis
anotherattack called impersonationattack in which one
worm could initiate an infection with spoofedsourcead-
dress. When suchinfection is detectedby CyberTrap, an
ignorantcountermeasuranay inserta new re wall rule to
guarantinehe spoofedbut legitimate node. Suchakusing
attemptsneedto be detectedand avoided. CyberTap
triggers the attemptwith a virtual machineand collect
necessaryevidence before active quarantinetakes place.
Source-addressheckingand, similarly, Unicast Reverse
Path Forwarding, could be further enabledto detectand
preventsuchspoo ng attacks.

It shouldbenotedthataddresdblacklistingin CyberTap
only partially quarantinexternalworm-infectednodesand
permanenblacklist could prevent them from later legiti-
mateaccessA moregracefulapproachs to associatavith
the blacklist rule a con gurable time-outvalue. Dynamic

re wall toolslike [1] have beenavailablefor this purpose.

The conceptof CyberTap presentedn this paperis
reactive The counterpart,a proactive CyberTap, can
alsobe deployed whena vulnerability is identi ed andthe
exploiting worms have not yet emeged. Such proactve
CyberTrapcanbesafelyactivatedin eachnetwork domain,
andit will actively probeand detectvulnerablemachines
within its own domain. Once a vulnerablemachineis
found,necessargountermeasuresk e shield[30] couldbe
deployedto preventit from beingexploitedin thefuture.

5 RelatedWork

Modeling, detecting, and quarantining worms have
dravn signi cant attention due to obsered outragesof
variousworms|[4, 5, 9, 8]. In the following, we examine
relatedwork in theseareas:

Worm Modeling Accuratemodelscould give insights
into mitigatingworm spreadingdy examiningvariousfac-



torswhich in uence their spread KephartandWhite et al.
[20] proposedh classicepidemiologicaimodelto measure
computervirus prevalence. Zou et al. [38] analyzedthe
propagtion of the Code Red worm and presentedtwo-
factor modelby taking into accountnetwork congestions
andhumancountermeasure$or worm propagtion. Chen
etal. [13] further consideregarametersuchasthe worm
scanrate, the vulnerability patchingrate, and the victim
death rate and proposeda concise discrete-timeworm
model,i.e., AANP model. However, they did not consider
eachindividual peeringAS in currentinternetandhave not
analyzeddefensenechanism greatdepth.

Early Detection Timely detectionof worms at early
stageis critical in mitigating maliciousspreadings.Viru-
lent worms could causecertaintraf c characteristicdike
abnormalitiesn overalltraf c andsimilaritieswithin worm
trafc. Thesetrafc characteristicgould be leveragedfor
detectingthe existenceof worms. EarlyBird[25 examines
heavyhitter and many ows in Internettrafc to infer the
existenceof worms. Basedon highly repetitive contentin
worm trafc, EarlyBird further extracts worm signatures
automatically However, polymorphic or metamorphic
wormsimposea signi cant challengeby obfuscatingvorm
payloads Packet Matching[12] detectsvorm probingtraf-
¢ by matchingdestinatiorportnumberdetweerincoming
and outgoing connectionsand blocks thosetrafc once
identi ed accordingly Different from Packet Matching,
CyberTrap takes advantageof darknetspaceto detectthe
existence of worm and thus is able to achieve nearly-
zero false-positie (correctly identify a worm node once
detected)and very low false-ngative (falseto detectthe
existenceof worm nodes).

As mentionedbefore,darknethasadvantagesover nor
mal networks in its ability collecting highly concentrated
malicious trafc.  With the sameobsenation, Network
Telescope[2R Internet Motion Sensor[2, and iSink[36]
exploreoneor asetof dedicatedlarknetspacesor inferring
certainremote network events, sensinginternet motions,
and understandingnetwork aluse. However, theseap-
proaches(1) are either passiely monitoring theseback-
groundradiationtraf c orinteractingwith themin alimited
fashion;and (2) did not further proposecountermeasures
to mitigateworm propagtion. Instead CyberTrap enables
full-interaction with dynamically instantiatedvirtual ma-
chinesandtakes a further stepin attemptingto reactvely
guarantinedetectedworm nodes. Also with deployment
within eachpeeringenterprisenetworks, CyberTraphasthe
authoritatve to blockwormnodesor lter relevanttrafc at
thesource.

Dynamic Quarantine Accurate worm modeling and
early detectionneedto befollowed by dynamicquarantine
mechanismn orderto successfullycurtail worm outrages.
Williamson et al.[29] proposedhe ideaof host-basedate
limiting by restrictingthe numberof new outgoing con-

nections. Chenet al.[11] designeda temporalrate-limit
algorithm and a spatial rate-limit algorithm to make the
speedodf worm propagtioncon gurableby the parameters
of theirdefensesystemj.e., DAW. Zouetal. [39] suggested
to quarantinea hostwheneer its behaior looks suspicious
by blockingtraf ¢ onits anomalyport. Thenthequarantine
is releasedafter a shorttime, evenif the hosthasnot been
inspectedby security stafs yet. Wearer [31] suggested
to breakthe network into mary small cells and limited a
worm's spreadby isolatingit in the cell. Wongetal. [34]
examinedthe placementof rate-limiting Iter and found
that (1) backbonerouters could be effective in limiting
randomly-scanningvormsand(2) a reasonableatelimits
for anenterprisenetwork would severelyrestrictthe spread
of a worm with negligible impacton almostall legitimate
trafc. More generally Moore et al. [23] examinedthe
designspacefor worm containmentsystemsand studied
the efcacy of addresshlacklisting and content Itering.
CyberTrapcomplementsheseapproacheandfurthertakes
feasibility of countermeasuresnto consideration:Cyber
Trap actively quarantinemodeswithin its authoritatve do-
mainwhile blacklistingthosenodesinfectingfrom outside.
Additionally, CyberTap further enablesthe cooperation
amongdifferent domainswhich could further slow-down
worm spreadings.

6 Conclusion

Increasedrequeng and virulence of worm outbreaks
signi cantly challengethe safety and reliability of ary
enterprisenetwork and currentsharedinternetinfrastruc-
ture. This papermproposes systematicCyberTrapapproach
to detectand quarantineworm spreadings. CyberTrap
leveragesvailabledarknetspaceor worm captureutilizes
virtual machinedor triggeringinfection,andactively quar
antinesactive wormshby traf c ltering. The effectiveness
andresponsienesf CyberTrap have beenevaluatedand
demonstratedith analysisandsimulationresults.
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