
1.  Problem
Profiling a kernel rootkit’s behavior in a “live” system (e.g., honeypot) in 
multiple aspects: (1) hooking behavior, (2) manipulated kernel objects, (3) 
affected system calls, and (4) malicious kernel code executed. 
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2.  PoKeR:  A Profiler of Kernel Rootkits

• Real-time switch to kernel 
rootkit profiling mode

• Reverse VMI: given a memory 
location, infer the kernel object

• Association of rootkit code 
execution with system calls

3.  Challenges and Solutions

• Adapting instantaneous rootkit 
detection system (e.g., NICKLE)

• Combat tracking: following the 
reads/writes of kernel rootkits

• System call introspection and 
process-based association

4.  Results

• 10 real-world kernel 
rootkits profiled

• High accuracy 
compared with 
manual analysis

• Telling researcher 
what a rootkit did 
and helping her 
determine why
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