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Abstract

With increasingspeed,virulence, and sophistication,self-propagating wormscontinueto posea seriousthreat
to the safetyof the Internet. To effectivelyidentifyanddefendagainstself-propagatingworms,a critical taskis to
characterizea worm along multiple dimensions.Content-based�ngerprinting is a well-establisheddimensionfor
worm characterizationby deriving the mostrepresentativecontentsequenceas a worm's signature. However, this
dimensionalonedoesnot capture all aspectsof a wormandmaytherefore lead to incompleteor inaccurateworm
characterization.

To expandthe spaceof worm characterization,this paper proposesand justi�es a new dimension,behavioral
footprinting. Orthogonalandcomplementaryto content-based�ngerprinting, behavioral footprintingcharacterizes
a worm's uniquebehaviorduring each infection session,which covers the probing, exploitation, and replication
phasesof the infectionsession.By modelingeach infectionstepas a behavior phenotypeand the entire infection
sessionasa sequentialbehavioral footprint, weshowthat behavioral footprintingcapturesworm-speci�cbehavior
which is inherentlydifferentfroma normalaccessto thevulnerableservice. Wepresentadvancedsequenceanalysis
techniquesto extract a worm's behavioral footprint fromits infectiontraces.Our evaluationwith a numberof real-
world wormsclearly demonstratesits feasibility and effectivenessin successfullyextracting worm-characterizing
behavioral footprints for all experimentedworms. Furthermore, by comparingwith content-based�ngerprinting,
our experimentsdemonstrate the uniquenessand robustnessof behavioral footprinting in worm recognition and
identi�cation.
Keywords: WormRecognitionandCharacterization,Behavioral Footprinting, Content-BasedFingerprinting

1 Intr oduction

Self-propagatingwormscontinueto posea seriousthreatto thesafetyof theInternet,To effectively identify and

defendagainstself-propagatingworms,acritical taskis to characterizeawormalongmultipledimensions.Content-

based�ngerprinting [26, 28,33,43] is a well-establisheddimensionto capturea worm's characteristicsby deriving

the mostrepresentative contentsequenceasthe worm's signature.In practice,variousintrusiondetectionsystems

(IDSes)[36, 41], togetherwith recenthoneypot systems[5, 22,38,46], aredeployedto collect live worms. Oncea

wormspecimen1 is collected,anti-wormexpertswill manuallyexaminethespecimenandextractaworm-identifying

content�ngerprint astheworm's signature.Recentsystems[26, 28, 33, 43] take onestepfurtherby automatically

generatingworms' content�ngerprints. Thesesystemshave demonstrateda degreeof success.However, they all

1The worm specimenmight not only containthe worm binary itself, but alsoincludeothercorrespondingtraf®c associatedwith a worm
infection(e.g.,exploitation).



focuson onedimensionof worm characterization,namelycontent,while missingotheraspectsof a worm. This

single-dimensioncharacterizationmaylimit thecapabilityof wormidenti�cation andrecognition.For example,it has

beendemonstratedthatadvancedwormsarenow capableof exploiting theweaknessof content-based�ngerprinting

by mutating[45] or encrypting[27] their contentsor payloadsin eachinfectionsession,henceescapingrecognition

andidenti�cation by content�ngerprints.

Wearemotivatedtoexploreotherdimensionstoexpandthespaceof wormcharacterizationandthusenhanceworm

identi�cation capabilities.Especially, werealizethatcontent-based�ngerprinting doesnotcaptureaworm'stemporal

infectionbehavior, which containsvaluableself-identifyinginformationthatleadsto theworm's recognition.In this

paper, we presentandjustify a new dimension,behavioral footprinting, to enrichworm characterization.We would

like to emphasizethatbehavioral footprinting is expectedto beorthogonalandcomplementaryto otherdimensions

includingcontent�ngerprinting. This new dimensionalonealsosuffersfrom ineffectivenesstowardscertainworms.

In this paper, we target the typeof worms[7, 8, 9, 10, 12, 13, 30, 31, 37] thatexploit traditionalvulnerableservers

(e.g.,Apache/IIS,DNS, andSendmail)to propagate themselveswithout any humanintervention. Other typesof

worms (e.g., mass-mailingor IM worms [11] involving end user interactions)are subjectsof future work. Our

contributionsaremainly three-fold:

Firstly, we proposebehavioral footprinting as a fundamentallynew dimensionfor the characterizationof self-

propagatingworms.Unlike content�ngerprinting whichextractsoneor a few staticworm-uniquebytesequencesas

signature,behavioral footprintingessentiallycapturesaworm'suniquetemporalactionsequenceduringaninfection

session,which covers the probing 2, exploitation, andreplicationphasesof the infection session.Our evaluation

(Section4) with a numberof real-world wormsclearlydemonstratestheexistenceof worm-speci�cbehavioral foot-

prints.

Secondly, we developrobustalgorithmsto extract thebehavioral footprint from a worm's infectiontraces.More

speci�cally, by representingeachstepwithin aworm's infectionsessionasabehavioral phenotypeandthecomplete

infection sessionas a behavioral phenotypesequence,we observe that the sequencere�ects both worm-speci�c

exploitationandpropagationstrategies.Giventracesof only a few infectionsessions,our algorithms(Section3) are

ableto accuratelyandrobustly extract a worm's behavior footprint, despitepossibleworm behavior mutationand

camou�aging,suchascloakingauthenticphenotypesor forgingphenotypes.

Thirdly, bycomparingwith content-based�ngerprinting,wedemonstratetheuniquenessandrobustnessof behavior-

basedfootprintingin wormrecognitionandidenti�cation. Becauseof theirorthogonality, behavior-basedfootprinting

is naturallyrobustagainstattacksthatevadecontent-based�ngerprinting. Ourexperimentsshow instancesof worms

thatcannotbeidenti�ed by content�ngerprints but arerecognizableusingbehavior footprints,justifying behavioral

footprintingasacomplementarydimensionfor wormcharacterization.

Therestof this paperis organizedasfollows: In Section2, we demonstratetheexistenceof behavioral footprints

2Somenon-scanningwormsmaynothave theprobingphase.
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in self-propagatingwormsandmake a casefor thenew dimensionof behavior-basedfootprinting. We thendescribe

in Section3 our algorithmsto extracta worm's behavioral footprint. We presentexperimentalresultswith a number

of realwormsin Section4. Limitationsandpossibleimprovementsaredescribedin Section5. We presentrelated

work in Section6 and�nally concludethispaperin Section7.

2 A Casefor Behavioral Footprinting

In thissection,we �rst presentastagedview of aworminfectionsessionto motivatethecharacterizationof worm

behavior. As representative examples,we illustratetheexistenceof behavioral footprintsin two well-known worms:

theMSBlasterworm propagatingon Windows platformandtheLion worm on Linux platform. Finally, we make a

casefor behavioral footprinting.

2.1 A StagedView of Worm Infection

In general,theinfectionof aself-propagatingwormfrom aninfectedhostto avictim hostcanbebrokeninto three

phases:

A Worm A Victim

Target Selection/Probing

Exploitation

Replication

Figure 1. A Staged View of a Worm Infection Session

Phase1: Target selectionandprobing Usinga strategy suchasrandomor biasedaddressscanning,a scanning

worm during this stageattemptsto pick up a victim for infection. For example,an ICMP echorequestpacket or a

TCPSYNprobeis usedto infer thereachabilityof achosentarget.Additionalpacketsmayalsobeusedto obtainthe

versionof apossiblyvulnerableservice.Wenotethatthisphasemaynotexist for non-scanningwormsbecausethey

maycarryapre-computedtargetlist.

Phase2: Exploitation Oncetheworm receivesa positive responsefrom thevictim host,a numberof malicious

packets3 maybesentoverattemptingto exploit thetargetedvulnerability. Successfulexploitationwill resultin theex-

ecutionof aspeci�cally craftedcodein thevictim node.Differentwormsusuallyimplementdifferentfunctionalities

in thecraftedcode.

Phase3: Replication If theexploitation is successful,anadditionalreplicationphasemayfollow to transmita

wormreplicato thevictim node.Thereplicawill beinstalledin thevictim node,completingthis infectionsession.

Wewill show thatthebehavior exhibitedby thewormduringthisinfectionsessioncontainsvaluableself-identifying

informationthatcanbeusedto characterizeandidentify theworm. Especially, thetemporalorderof infectionsteps

3TherearecertainwormssuchasSlammer[30]whichmightblindly sendexploitationto any probedhosts.

3



takenby thewormre�ects theintrinsicdependenciesthatmustbefollowedto ensureasuccessfulinfection.

2.2 Example I: Windows­BasedMSBlaster Worm

We considertheinfamousMSBlasterworm [9] asthe�rst motivatingexample.TheMSBlasterworm exploits an

RPC-DCOMvulnerability (MS03-026)for its infection. An MSBlasterinfection sessionis illustratedin Figure2.

Theinfectionsessionconsistsof thefollowing steps:

  69/UDP     */UDP

4444/TCP    */TCP

TCP 3�way handshake

TCP 3�way handshake

UDP * �> 69

UDP 69 �> *

RST 

135/TCP     */TCP

RST

Figure 2. An Infection Session of the MSBlaster/Windo ws Worm

� A three-way TCP handshake on port 135 4 is implicitly usedby the worm to checkthe reachabilityof the

selectedtarget(Phase1).

� Upon the establishmentof the TCP connection,the worm sendsa numberof maliciouspackets (Phase2),

whichexploit theknown RPC-DCOMvulnerability[9]andcontainaspeciallycraftedshell-code.A successful

exploitationwill leadto theexecutionof theshell-codein thevictim node.In thecaseof theMSBlasterworm,

anew shellservicewill bestartedonTCPport4444by theshell-code.

� The new shell serviceon 4444=TCP is immediatelycontactedby the worm to sendinstructionson how to

downloadtheworm replica,i.e., msblast.exe(Phase3). FromFigure2, theTFTPprotocolis apparentlyused

for thedownloading.

Theabovesequenceof actionssigni�cantly deviatesfrom anormalaccessto theRPC-DCOMservice:First,after

the “servicerequest”,a new shell servicewould not suddenlyappearandlisten on 4444=TCP in the victim host.

Second,a new TCPconnectionto this port would not follow with theservicerequest.Third andmostimportantly,

it shouldnot beobserved that thevictim took the initiative in usingtheTFTPprotocolto downloada �le (with the

namemsblast.exeandsize6; 372bytes)from theserviceclient.

4Microsoft'sDCOM ServiceControlManager(alsoknown astheRPCEndpointMapper)usesthisportasawell-de®nedmeansto provide
port-mappingservicesassociatingavailableserviceswith their ports.
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2.3 Example II: Linux­BasedLion Worm

TCP 3�way handshake

FIN

FIN

TCP 3�way handshake

     */TCP 53/TCP

TCP 3�way handshake

FIN

RST

     */TCP 53/TCP

 27374/TCP      */TCP

FIN

FIN

Figure 3. An Infection Session of the Lion/Lin ux Worm

The secondillustrative exampleis the historicalLinux-basedLion worm [4]. The Lion worm exploits a BIND

vulnerability(CA-2001-02)for its infection.A Lion worm infectionsessionis shown in Figure3.

� TheLion worm �rstly makesanexplicit TCPconnectionattemptto thedestinationport 53. A successfulcon-

nectionindicatesthereachabilityandpossiblevulnerabilityof theselectedtarget (Phase1). This connection,

if established,is thenimmediatelytoredown withouttransmittingany payload.

� AnotherTCPconnectionto thesamedestinationport is thenestablished.This time,certainexploitationcodes

aresent(Phase2).

� If theexploitationis successful,theshellscript,which is transmittedtogetherwith theexploitationcodes,will

beexecutedto retrieveawormreplicafrom theinfecterto thevictim (Phase3).

Again, deviation from the normalaccessto DNS lookupserviceis observed: First, it is unlikely that the access

would begin with a plain TCP connectionwith no payload. Secondandmost importantly, after the DNS lookup

request,it is highly unusualthattheBIND server on thevictim sideinitiatesa TCPconnectionto theDNSclient on

anunusualport27374=TCP, followedby anHTTPsessiononthisconnectionto transfera �le of 71; 680bytesfrom

theclient to theserver.

2.4 Behavioral Footprinting: a NewDimension

In general,for thesamevulnerableservice,thereexist intrinsicdifferencesbetweenanormalaccessto theservice

andaworm infectionthroughtheservice:
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Firstly, during the exploitation phaseof a worm infection session,a worm will attemptto misusea vulnerable

servicein a way that is differentfrom a normalaccess.In fact,several recentworks [1, 32, 47] have leveragedthis

differenceto derivevulnerabilitymodelsfor wormdefense.

Secondly, the replicationphaseof a worm infection sessionshouldnot happenduring a normal accessto the

vulnerableservice. In sharpcontrast,it will appearin every successfulworm infection. As shown in Figure2, the

4444=TCP connectionand its encapsulatedTFTP transmissionwill appearin every MSBlasterworm infection.

Similarly, the 27374=TCP connectionand its encapsulatedHTTP sessioncanbe observed for every Lion worm

infection(Figure3).

Finally, theentiresequenceof infectionstepsduringaninfectionsessioncharacterizestheworm'sbehavior, andis

highly unlikely to appearin normaltraf�c. In fact,ourexperimentswith real-world network tracesresultin zero false

positive. Furthermore,for differentwormsexploiting thesamevulnerableservice,their sequencesof infectionsteps

aredifferent.Thereasonis thatdifferentwormstendto havedifferentexploitationmeans,replicationidiosyncrasies,

andpayloads,eventhoughthey areexploiting thesamevulnerability(Section4.2).

Basedon theabove observations,we aremotivatedto adopta worm's infectionstepsequenceduringaninfection

sessionto characterizeandthusuniquely identify the worm. We call this new dimensionbehavioral footprinting,

in contrastto the well-known dimensionof content-based�ngerprinting. We emphasizethat the two dimensions

complementeachotherandthey shouldbe combinedto overcometheir own weaknesses(Section5). Especially,

sincebehavioral footprinting doesnot rely on payloadcontentanalysis,it is naturally resistantto content-based

mutationandencryptionattacks(Sections4.4.1,4.4.2).

3 Behavioral Footprint Representationand Extraction

In this section,we �rst de�ne the behavioral footprint and its representation.A simplepairwisealignmental-

gorithm is thenpresentedto extract a behavioral footprint from the tracesof two infection sessions.To increase

therobustnessagainstmoreintelligentworms,we developanadvancedfootprint extractionalgorithmto accurately

extractaworm'sbehavioral footprint from multiple infectionsessions.

3.1 Behavioral Phenotypeand Footprint

The term“behavioral phenotype” wasoriginally coinedin 1972by Nyhan[35] to representa behavior thatwas

geneticallydeterminedin thesameway asthephysical featuresof a phenotype.Recallthestagedview of worm in-

fectionsessionin Section2, if wedenoteaworm's infectionstepsastheworm'sbehavioral phenotypes,thesequence

of behavioral phenotypesmanifestedduring the infectionsessionwill bede�ned astheworm's intrinsic behavioral

footprint. FromSection2, thebehavioral footprint uniquelyre�ects thebehavioral characteristicsof theworm (e.g.,

abusedvulnerability, workingexploitation,adoptedpropagation,andself-carriedpayload).
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Our proposedalgorithmsto extract worm behavior footprintsarebasedon the sequenceanalysistechniquesex-

tensively appliedin bio-informaticsareas.A commonandimportantissuefor bio-informaticsresearchis to operate

over a largesequencesof stringssuchasDNA, RNA, andproteinsequencesto �nd certainpattern(s)amongthem.

Notice that any type of proteinis a sequenceof aminoacid sub-unitsandthereareonly 20 differentaminoacids,

which constitutethewholealphabetfor proteinsequenceanalysis.Similarly, if we considerall possiblebehavioral

phenotypesduring the worm infection asthe alphabet,the behavioral footprint of a worm canbe representedasa

sequenceof charactersin thealphabet.For example,thebehavioral footprint of theMSBlasterworm, basedon the

infectionsessionin Figure2, canbe representedasS1
 �
SA

1 A1 � � � R1S2
 �
SA

2 A2 � � �
 �
U1U1 � � � R2, wherethe characters'

de�nitions are:

S1 : < TCP; 4581=inf ecter; 135=victim; SY N >
 �
SA

1 : < TCP; 135=victim; 4581=inf ecter; SY N; AC K >

A1 : < TCP; 4581=inf ecter; 135=victim; AC K >

R1 : < TCP; 4581=inf ecter; 135=victim; RST >

S2 : < TCP; 4599=inf ecter; 4444=victim; SY N >
 �
SA

2 : < TCP; 4444=victim; 4599=inf ecter; SY N; AC K >

A2 : < TCP; 4599=inf ecter; 4444=victim; AC K >
 �
U1 : < UDP; 1552=victim; 69=inf ecter >

U1 : < UDP; 69=inf ecter; 1552=victim >

R2 : < TCP; 4599=inf ecter; 4444=victim; RST >

The letters in the above footprint denoteeither TCP �o ws with different control bits (SYN, ACK, RST) or

UDP/ICMP�o ws (U/I). Thesubscriptsdenotedifferent�o ws. For example,
 �
SA

1 or
 �
SA

2
5 representsthesecondstep

(SYN andACK bits set) in a normal three-way TCP handshakingprocedure.Without ambiguity, a uniquewell-

known subsequencecanbefurthershortenedasa singlecharacter. For example,a TCP3-way handshake sequence

(e.g.,Si
 �
SA

i A i , i = 1; 2, in previoussequence)couldbesimplyde�ned asCi (morein Section4).

In thisexample,everycharacteris a tupleof several�elds: thecharacterrepresentingaspeci�c TCP�o w hasfour

�elds < TCP; source port; dest port; TCPcontrolbits > ; thecharacterrelatedto a speci�c UDP �o w hasthree�elds

< UDP; source port; dest port > . Note that asdifferent infection sequencesmight have differentports,a special

wildcard �eld 6 needsto be introduced.Using theMSBlasterworm asanexample,thesourceports(e.g.,theport

4581, 4599, 1552in S1, S2,
 �
U1, respectively) vary with differentinfectionsessionswhile the destinationportsare

�x ed(e.g.,theport 135, 4444, 69 in S1, S2,
 �
U1, respectively). As such,thespecialwildcard�eld (insteadof a �x ed

5Thearrow signis usedto markthetraf®c ¯ ow directionandcanbeomittedwhenit is implicitly implied.
6A ®nite setcontaininga limited numberof valuescanalsobe introducedto morepreciselycapturethepossiblecontents.For simplicity,

thispaperonly mentionsthewildcard®eld.
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port number)is usedfor thesourceport �eld. Also, therearesomeworms,which might have a constantsourceport

number(e.g.,theWitty worm have a constantUDP sourceport 4000), but a randomdestinationport. In this case,

the wildcard is usedto representthe destinationport �eld. It is worth mentioningthat althougha worm infection

sessionusuallyinvolvesonly two nodes(infecterandvictim), acoordinatedworminfectionmight involvemorethan

two nodes(e.g.,downloadingthe worm replicafrom a third-party). In this case,the wildcard �eld canbe usedto

representtheinfecter�eld.

In addition,the numberof �elds in a phenotypemay not be �x ed. Additional �elds canbe addedto each�o w

to include other meaningfulinformation suchas the packet length, particularcontentsequence,or even relative

timing from the previous one(an exampleis shown in Section3.3.1). In fact, the extensiblenatureof behavioral

phenotyperepresentationmakes it easierto integrateworm characteristicsof other dimensions. For example,the

content-based�ngerprint of awormcanbeaddedto abehavioral phenotype,indicatingtheoccurrenceof thecontent

duringthecorrespondinginfectionstep.Protocolcomplianceanalysisandvulnerability-speci�cinformationcanalso

beintegratedto furtherimprove theaccuracy of worm identi�cation.

However, we would like to point out that dueto differentunderstandingor emphasiseven for the sameworm,

differentresearchersmight intendto extractdifferentbehavioral footprints(e.g.,in termsof sequencelengthor �eld

content).Suchsituationis similar to thecontent-basedcounterpart:Differentcontent�ngerprints maybechosenby

differentresearchersfor thesameworm. For simplicity, this paperchoosesa simplerepresentationdescribedin this

Section.As shown in Section4, suchrepresentationis capableof accuratelycharacterizingexistingworms.

3.2 Pairwise Alignment Algorithm

Basedon the behavioral footprint representation,we �rst presentan algorithm to extract a worm's behavioral

footprint from two infectionsequencesof theworm.

Given two infection sequencesF 1 = x1x2 � � � xn and F 2 = y1y2 � � � ym , a pairwisealignmentalgorithm is

primarily usedto align thesetwo sequencessothatthey couldhave thesamelength.Basedon a pre-de�nedscoring

matrix (e.g., a matchyields 1 while a mismatchyields 0), the alignmentalgorithm insertsgaps, if necessary, to

achieve maximumalignmentof thetwo sequences.Themaximumalignmentis de�ned asthesumof termsfor each

alignedpairof characters< x i ; yj > within thesequences(representingsimilarity s(x i ; yj )), plustermsfor eachgap

(representingpenalty, p). The similarity andgap penaltyarede�ned asa part of the scoringmatrix andmight be

speci�c to differentapplicablescenarios.A globalalignmentschemeobtainstheoptimalglobalalignmentbetween

two sequenceswhile a local alignmentschemelooks for thebestalignmentbetweensubsequencesof them. There

aretwo correspondingwell-known dynamicprogrammingalgorithms,i.e., Needleman-Wunschalgorithm[18] and

Smith-Watermanalgorithm[18].

Theideain Needleman-Wunschalgorithmis to build upanoptimalalignmentusingprevioussolutionsor optimal

alignmentsof smallersubsequences.A matrixM , indexedby i andj with oneindex for eachsequence,is iteratively

8



constructed.Thecell M (i; j ) is thescoreof thebestalignmentbetweentheinitial segmentx1x2 � � � x i of x up to x i

andtheinitial segmenty1y2 � � � yj of y up to yj . Initially, M (0; 0) = 0, M (i; 0) = � ip, M (0; j ) = � j p. Then,the

matrix is iteratively �lled from top-left cellsto bottom-rightcellsbasedonEqn.(1).

M (i; j ) = max

8
>>>><

>>>>:

M (i � 1; j � 1) + s(x i ; yj ); i � 1; j � 1

M (i � 1; j ) � p; i � 1

M (i; j � 1) � p; j � 1

(1)

Eachcaserepresentsan option how currentM (i; j ) cell is derived from oneof the otherthreecells (above-left

[i � 1; j � 1], above [i � 1; j ], or left [i; j � 1]). Onceall valuesarecalculated,thechoicestakenateachcell starting

from the bottommostrightmostoneare tracedbackso that an optimal global alignmentis derived. An example

alignmentapplyingtheNeedleman-Wunschalgorithmto theWelchiaworm[12] is shown in Figure4.

I 1I 1C 1F 1F 1C 2U 1U 1 R 2

C 1F 1F 1C 2U 1U 1 R 2U 2U 2

Sequence 1:

Sequence 2:

Figure 4. Global Alignment with Needleman­W unsc h Algorithm. The choices made during the alignment
are sho wn as “­” and “ j”. The “­” in the top sequence used as inde x i for M corresponds to the choice
“abo ve” [i � 1; j ], the “­” in the bottom sequence used as inde x j for M represents “left” choice [i; j � 1],
while the “ j” in the mid dle sho ws the option “abo ve­left” [i � 1; j � 1].

Smith-Watermanalgorithmworkssimilarly exceptthatEqn.(1)is modi�ed for local alignmentpurpose.Particu-

larly, onemorecaseis addedto re�ect thepossibilityof startinganew localalignment.As such,theentryof M (i; j )

is re�ned with thevaluemax(M (i; j ); 0) duringtheiterativecalculationof Eqn.(1).Thetracebackis notperformed

from the bottommostrightmostcell, but from the cell with the maximumvalue7. Keenreadersmight �nd another

interestingapplicationwith theSmith-Watermanalgorithm:if weassociateametric(e.g.,numberof matches)to the

bestalignmentbetweensubsequencesof F 1 andF 2, the metric canalsobe usedto indicatethe similarity among

thetwo sequences.In fact,theSmith-Watermanalignmentis usedin thenext algorithmasasimilarity-basedscoring

mechanismto build therelevantphylogenetictreefrom anumberof worm infectionsequences.

It is interestingthatmostexistingself-propagatingwormsarestill primitivewith nobehavior-polymorphiccapabil-

ities. Ourexperimentsin Section4 show thatpairwisealignmentis highly effectivein extractingworm-characterizing

behavioral footprints.However, eventhoughthemajority of currentself-propagatingwormsarenot polymorphicin

behavior, it is likely thatfuturewormswill bemoreintelligent,giventhatcertainlibraries[16, 25,42] renderingcode

polymorphicarereadilyavailable.As a result,thepairwisealignmentalgorithmmightnotbecapableof characteriz-

ing futureworms.

7A tie canbebrokenby arbitrarily choosingany cell with themaximumvalue.
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3.3 PhylogeneticTreeAlgorithm

In this section,we proposea robust algorithm to extract behavioral footprints of more advancedworms. The

algorithmis basedonourobservationon theexistenceof behavioral invariants. Beforepresentingthealgorithm,we

furtherjustify theexistenceof behavioral invariantsevenin advancedworms.

3.3.1 Examining Behavior Invariants

Similar to its counterpart- the content-polymorphicworm, a behavior-polymorphicworm could exhibit varying

behavior duringdifferentinfectionsessions.Herewe considersingle-vectorwormswhich targetonevulnerability,

becausea multi-vector worm can be consideredas the combinationof several single-vector worm variants,each

with only one infection vector. We have so far studiedat leasttwenty self-propagating wormsand their variants

(including behavior-polymorphicwormswe synthesize)targetinga numberof differentserviceson top of various

operatingsystems,andhavefoundbehavioral invariantin each of them.Althoughwearenotclaimingthatall worms

will exhibit behavioral invariants,a signi�cant fraction of themdo, becausebehavioral invariantstypically result

from (1) restrictionsimposedfor successfulexploitations,(2) commoncomponentsin eachinfectionsession(e.g.,

samepayloadandreplicationmethodof a worm), or (3) in somecases,a worm's idiosyncrasiesin its exploitation

means,replicationmechanisms,andself-carryingpayloads.We presenttwo examplesto illustratehow restrictions

for successfulexploitationsdetermineaworm'sbehavior invariants.

The �rst exampleis relatedto theOpenSSLheap-basedbuffer over�ow exploitedby theSlapperworm. As de-

scribedin [37], theover�ow is usedtwiceby thewormto achieveareliableinfection.The�rst OpenSSLexploitation

only attemptsto locatetheover-writableheapaddresswithin thevulnerableApacheaddressspace,which is hardly

predictableacrossall theservers.After the�rst exploitation,theacquiredheapaddressis patchedin theattackbuffer

within thesecondOpenSSLexploitation. It is expectedthat this two-phaseexploitationenablesa reliableinfection.

However, it hasone more restrictionthat the two Apacheprocesseshandlingthesetwo exploitation connections

shouldhavethesameheaplayout,andthusensurethevalidity of theheapaddressobtainedfrom the�rst exploitation

connectionto thesecondexploitationconnection.To satisfytherestriction,thewormmust�rst exhausttheApache's

pool of serversbeforeactualexploitation. The exhaustionis achieved by openinga successionof 20 connections8

so that two freshApacheprocessescanbespawnedto handlethe two exploitationconnections.As such,a reliable

Slapperworm infection requiresa seriesof resource-exhaustingTCPconnectionsandtwo additionalexploitations.

Theserequirementswill be essentiallyre�ected as the behavioral invariantsor invariant subsequencein Slapper

worm'sbehavioral footprint. Wewill furtheranalyzetheSlapperworm in Section4.4.3.

Thesecondexampleis relatedto theSlammerworm exploiting a simplebuffer-overrunvulnerability in MS SQL

servers. Due to the natureof the exposedvulnerability, only a singleUDP packet with the following properties:

8Thenumber20 is relatedto theStartServersentryin theApachecon®guration®le.
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destinationport1434, packet type4, andsizelargerthan60bytes,will successfullytriggerthebuffer over�ow. Such

requirementleadsto the behavioral invariantof the Slammerworm, andis re�ected in its behavioral footprint as:

< UDP; � =� ; 1434=� ; payload : \ j04j" ; size > 60 > .

3.3.2 Building the PhylogeneticTree

By operatingover a collectionof a worm's infectionsequences9, theworm's behavioral invariantscanbereliably

extractedby advancedsequenceanalysistechniques.More speci�cally, pairwisealignmentis �rst performedto

derive their relative similaritieswith eachother(a.k.a.,the Smith-Watermanalignment).Basedon the similarities,

a phylogenetictreewill be built to guidethe �nal stageof multiple sequencealignmentto exposeandextract the

behavioral invariants.

A phylogenetictreeis originally proposedto depict the evolutionaryrelationshipsof a groupof life organisms.

Herewe arebuilding thephylogenetictreeto extractthemostfundamentalfootprint subsequencesor invariantsthat

are embeddedwithin a numberof relatedinfection sequencesF k , k = 1::n. Someof the sequencesmight be

explicitly mutatedby insertingirrelevant subsequencesor replacingsomesubsequencewith anotherfunctionally-

equivalentstring. An algorithmcalledUPGMA [18] originally usedin geneanalysishasbeenappliedto construct

sucha tree.Initially, eachsequenceF k is consideredasa clusterCk . Theseclustersareiteratively groupedwith the

mostrelatedonesothat,eventually, thereis only oneclusterleft. Therelatednessor similarity betweentwo clusters

Ci andCj is de�ned asdij :

dij =
1

kCi k kCj k

X

p2 Ci ;q2 Cj

dpq (2)

wherekCi k andkCj k denotethenumberof sequencesin clustersCi andCj . Thevalueof dpq is derivedbasedon

theSmith-Watermanscoringalgorithm.Theclusteringalgorithmis furtherdescribedasfollows:

PHYLOGENETICTREECONSTRUCTION(F k ; k = 1� � � n)

1 C  ; ; T  ;

2 for eachsequenceF i i 2 1::n

3 do

4 AssignaclusterCi  f F i g

5 andaddit into C  C
S

Ci

6 De�ne a leafN i in T for F i

7 for eachany othersequenceF j , j 2 i + 1� � � n

8 do

9 Calculatethesimilarity betweenF i andF j

10 dij  SMITH-WATERMAN(F i ; F j )

11 while kCk 6= 1

9Suchinfectionsequencescanbesafelycollectedby unleashingtheworm in ourexperimentalenvironment(Section4.1.2).

11



12 do Determinethetwo clustersCi andCj

13 s.t. dij is maximum

14 De�ne anew clusterCk = Ci
S

Cj

15 andcalculatedkl for all l

16 RemoveCi andCj from C, i.e.,C  C � Ci � Cj

17 Add Ck to C, i.e.,C  C
S

Ck

18 Add aparentnodeNk to T with childrenN i andN j

19 return T

Thecalculationin dkl in step15canbeconvenientlyperformedbasedon following equation:

dkl =
dil kCi k + dj l kCj k

kCi k + kCj k
(3)

Thetimeandspacecomplexity of thealgorithmis O(n2), sincetherearen � 1 iterations,with O(n) stepsin each

one.

3.3.3 Aligning Multiple Sequences

Thephylogenetictreeis usedto categorizethewormfootprintsequencesandguidetheactualalignmentof multiple

sequences.Within the generatedtreeT the leaves containthe raw footprint sequenceswhile intermediatenodes

containthesequencesrepresentingtheir childrennodes.A simplepost-ordertreetraversalalgorithm(shown below)

canberecursively appliedto constructtherepresentativesequencesuntil therootof thetreeT is reached.

MULTIPLESEQUENCEALIGNMENT(T : PhylogeneticTr ee)

1 if T 6= NULL

2 then MULTIPLESEQUENCEALIGNMENT(T:lef t);

3 MULTIPLESEQUENCEALIGNMENT(T:r ight);

4 if T:lef t 6= NULL AND T:r ight 6= NULL

5 then T:sequence 

6 NEEDLEMAN-WUNSCH(T:lef t; T:r ight)

Theactualsequenceconstructionis basedon theglobalalignmentalignment,i.e., theNeedleman-Wunschalgo-

rithm (Section3.2). An examplerun of the algorithmagainsta Welchiaworm variant is illustratedin Fig 5. The

sequenceshown at therootof thetree

< var iable > C1F1
 �
F1C2

 �
U1U1 < var iable > R2

is extractedasthebehavioral footprint for theWelchiaworm.
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C 1F 1F 1C 2U 1 R 2I 1I 1 F 1F 1C 2U 1U 1 R 2U 2U 2I 1I 1 C 1F 1F 1C 2U 1U 1 R 2U 2U 2

I 1I 1C 1F 1F 1C 2U 1U 1 R 2

C 1F 1F 1C 2U 1U 1 R 2

Sequence 1 Sequence 2 Sequence 3
C 1U 1

Figure 5. An Example Alignment of Multiple Worm Sequences/Footprints. These three sequences are
modi�ed from the original Welchia worm sequence (Section 4.3) for illustration purpose . The �r st
sequence ignores the second tftp UDP connection for the SVCH OST:exe �le . The second sequence
contains the original inf ection sequence . The last one ignores the �r st ICMP probing.

4 Evaluation

In this section,we �rst describeour experimentalenvironment(Section4.1),which is usedto trap“li ve” worms

andanalyzehistoricalworms.Wethenderive theseworms' behavioral footprints(Section4.2)anddemonstratetheir

validity by showing that they not only differ signi�cantly from normalserviceaccessbehavior, but alsoaccurately

characterizethe behavior of correspondingworms. Later, by comparingwith content-based�ngerprinting, our ex-

perimentsfurtherdemonstratetheuniqueness(Section4.3)androbustness(Section4.4)of behavioral footprintingin

wormrecognitionandidenti�cation.

4.1 Experimental Envir onments

Behavioral footprintscharacterizewormsby capturingtheir dynamicinfectionsequences.Thedif�culty in vali-

datingtheproposedschemelies in thesafecollectionof infectionsequencesof real-world worms. To addressthis

challenge,we have implementedanddeployed (1) Collapsar[22], a honeyfarmarchitectureto trap live, real-world

wormsand(2) vGround[23], a virtual worm playgroundenvironmentto safelyunleashandobserve the dynamic

infectionbehavior of historicalreal-world worms.

4.1.1 Trapping Li veWorms

Thegoalof trappinglive wormsis to collect their maliciousinfectionsequences.To achieve this goal, thereare

two importantconsiderations:

� Honeypotservicesondarkaddressspace Thereis ahighconcentrationof malicioustraf�c in adark(namely,

unallocated)IP addressspace.By furtherdeploying high-interactionhoneypot services[22] in suchdarkad-

dressspaces,weareableto collectoriginal tracesof self-propagatingworms.In ourexperimentalenvironment

(Collapsar),honeypotsaredeployedusingvirtual machinesenabledby bothVMware[6] andUser-ModeLinux

(UML) [17].
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� Off-siteanddistributedwormcapture A high-interactionhoneypotcanbeinfectedasarealhostby propagat-

ing worms.To collecta diversesetof worm infectiontraces,we have developeda numberof honeypot traf�c

redirectors,which forward dark spacetraf�c from distributedparticipatingsitesto a centralizedlocationfor

easywormtracecollection.By usingtraf�c re-directiontechniquessuchasProxy-ARPandGRE[20, 21], the

traf�c redirectorsaretransparentto remoteworm infectors.

We �rst startedtheprototypeof Collapsarin February2003andit wasinitially deployed in August2003. Three

redirectorsaredeployed in threeEthernet-basedproductionnetworks and forward traf�c to a centralizedfacility,

which is locatedin a separateEthernetLAN. Encouragingly, right after its deployment,it successfullycapturedone

instanceof theMSBlasterworm. Laterin August2004,weexpandedCollapsardeploymentto threemoreproduction

networks: onelocal subnetnetwork (20 IP addresses),onewirelessLAN, andoneDSL network. TheDSL network

is locatedin anotheradministrativedomain.Thehoneypotsrunavarietyof commodityoperatingsystems,including

RedHatLinux 7.2/8.0,WindowsXP HomeEdition,FreeBSD4.2,andSolaris8.0.All traf�c from/tothesehoneypots

arefully loggedthroughthe tcpdumptool. UsingCollapsar, a numberof live real-world wormssuchasMSBlaster

[9], Enbiei[8], Welchia[12], andSasser[13] arecaptured10. Furtheranalysisof thewormsarepresentedin Section

4.2.

4.1.2 Analyzing Historical Worms

Our honeyfarm architectureCollapsaris ableto capturecurrentlypropagating worms. However, it is unableto

analyzeotherhistoricalworms.To thisend,wehavecreatedavirtual wormplaygroundenvironmentcalledvGround,

wherewormscanbesafelyunleashedandmonitored.vGroundhasthefollowing features:

� High �delity with full-systemvirtualization Within a vGround,realisticend-hostsandnetwork entities(e.g.,

routersand�re walls) areemulatedusingvirtual machines[6, 17]. The adoptionof virtual machinesbrings

greatconvenienceand�e xibility in supportingunmodi�ed vulnerableservicesandoperatingsystems.

� Strict con�nementwith link-layer networkvirtualization A vGroundis usedto experimentwith malicious,

destructiveworms.A con�nedvirtual network is necessaryto strictly containmaliciouswormtraf�c andworm

damage.To this end,we have developeda link-layer network virtualizationtechniqueto safelyinterceptand

completelycon�ne worm traf�c within thevirtual playground.Our currentvGroundprototypesupportsboth

VMwareandUML-basedvirtual machines.

We have successfullyexperimentedwith a numberof historicalwormsandtheir variants,including Lion worm

[4], Slapperworm [37], Ramenworm [7], andSARSworm [10]. For eachexperiment,thedynamicinfectiontraces

arecapturedusingthetcpdumptool. Theanalysisis presentedin thenext section.
10Notethatdueto thelimited scaleof our currentdeployment,it is lesslikely to captureall of Internetwormswhich areactive particularly

at their earlystage.However, Collapsardid captureSasserwormon the®rstday(May 1, 2004)of its outbreak.
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4.2 Extracting Behavioral Footprints

With collectedtcpdumplog �les, thenext stepis to extract�o w sequencesrelevantto worminfections.Wedevelop

a tool namedsneezefor this purpose:all TCP/UDP/ICMP�o w sequencescontainedwithin thelog areextractedand

additionalpacket reassemblyor re-ordering,if necessary, is alsoperformed.TheseTCP/UDP/ICMPsequencesare

separatedwith respectto eachaddresspairandarefurtherorderedbasedon theassociatedtime-stamp.Theduration

andpayloadsizeof each�o w is alsoautomaticallycalculatedby sneeze.

An exampleoutputfrom sneezeis shown in Figure6. Thetraceinput is relatedto ancompleteinfectionsession

of theSasserworm,which is capturedby CollapsaronMay 1, 2004.

Figure 6. An Example Output of the Sneeze Tool

Note that when analyzingrelatedTCP �o ws, sneezeis able to track relevant TCP states. Speci�cally, within

extractedTCP�o ws,any TCPcontrolpacketwith SYN, ACK, FIN, or RSTbit setarecontainedwithin theresulting

infectionsequence.TheTCPdatapackets(thoughACK bit turnedon)areusuallyignored.However, asdiscussedin

Section3.1,additionalcontentsequence,protocolcomplianceanalysis,or evenvulnerability-relatedinformationcan

beintegratedhereto furtherenrichtheaccuracy andeffectivenessof wormfootprints.Wearecurrentlyextendingthe

prototypefor suchintegration.UDPandICMP �o wsarealsorecordedwithin thesequence.

By consideringeachinteractionasthe behavioral phenotype,the algorithmdescribedin Section3 is appliedon

thesemultiple interactionsequencesto extract representative behavioral footprints. The resultsareshown in Table

1. Within thetable,thoselettersdenoteeitherTCP�o ws with differentcontrolbits or UDP/ICMP�o ws. Also, the

letterCi representsthewell-known three-way TCPconnectionhandshake. However, thesameletterusuallymeans

different�eld contents(e.g.,thedestinationportnumber)for differentfootprints.

It is encouragingto notethat we areableto reliably extract behavioral footprintsfor all wormsexamined. The

footprint of the MSBlasterworm hasbeenpictorially shown in Figure2. Welchiaworm11 is similar to MSBlaster

wormexceptthataninitial ICMP probingpacket is generatedbeforeactualinfectionandthesecondTCPconnection

11TheWelchiaworm is a multi-vectorworm,which takesadvantageof two vulnerabilities,i.e., theRPC-DCOMvulnerability(MS03-026)
andWebDAV vulnerability(MS03-007).Dueto thelack of thevulnerableIIS server in our environmentsetup,theWebDAV-basedinfection
is notableto bereproduced.
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Name InfectionVector Behavioral FootprintsDerived CapturedDate Platforms

MSBlaster RPC-DCOMvulnerability(MS03-026) C1R1C2
 �
U1U1R2 Aug. 28,2003 Windows

Welchia RPC-DCOMvulnerability(MS03-026) I 1
 �
I 1 C1F1

 �
F1

 �
C2

 �
U1U1

 �
U2U2R2 Sep.17,2003 Windows

WebDAV vulnerability(MS03-007)

Enbiei RPC-DCOMvulnerability(MS03-026) C1R1C2
 �
U1U1R2 Oct. 12,2003 Windows

Sasser LSASSvulnerability(MS04-011) C1R1C2
 �
C3C4F4

 �
F4F3

 �
F3R2 May 1, 2004 Windows

Ramen LPRngvulnerability(CVE-2000-0917) SF
1

 �
S1R1C2F2

 �
F2C3

 �
C4F4

 �
F4 - Linux

WU-FTPDvulnerability(CVE-2000-0573) SF
1

 �
S1R1C2R2C3R3 (¯awed) -

NFS-UTILSvulnerability(CVE-2000-0666) SF
1

 �
S1R1U1

 �
U1U2C2

 �
C3F3

 �
F3R2 -

Lion BIND vulnerability(CA-2001-02) C1F1
 �
F1C2

 �
C3F3

 �
F3R2 - Linux

Slapper OpenSSLvulnerability(CA-2002-23) C1F1
 �
F1C2

 �
F2

Q 22
i =3 Ci C23 C24 - Linux

SARS Sambavulnerability(CAN-2003-0201) U1
 �
U1U2

 �
U2C1F1C2F2

 �
F2C3

 �
C4

 �
F4F4R3 - Linux/BSD

Table 1. Characterizing Self­Pr opagating Worms with Behavioral Footprints

SYN + FIN

SYN

RST

TCP 3�way handshake

TCP 3�way handshake

FIN

FIN

    */TCP

TCP 3�way handshake

3879/TCP

     21/TCP 21/TCP

27374/TCP */TCP

*/TCP 515/TCP
FIN
FIN

(a)TheBehavioral Footprintof theRa-
menWormExploiting theLPRngIV

SYN + FIN

SYN

RST

TCP 3�way handshake

RST

    */TCP 21/TCP

TCP 3�way handshake

RST

    */TCP 21/TCP

     21/TCP 21/TCP

(b) TheBehavioral Footprintof theRa-
men Worm Exploiting the WU-FTPD
IV (w/ FlawedImplementation)

SYN + FIN

SYN

RST

111/UDP

931/UDP

TCP 3�way handshake

TCP 3�way handshake

39168/TCP

FIN

FIN

    */UDP

    */UDP

    */TCP

RST

     21/TCP 21/TCP

rpc.statd is�at 931/udp

27374/TCP */TCP

Portmap request for rpc.statd

(c) TheBehavioral Footprintof theRa-
menWormExploiting theRPC.STATD
IV

Figure 7. Behavioral Footprints of the Ramen Worm, a Multi­V ector Worm

(
 �
C2) is initiated from the victim with a connect-backshell-code.Note that thoughMSBlasterandWelchiaexploit

the samevulnerability, their behavioral footprintsaredifferent. Enbiei worm exhibits a footprint similar to that of

MSBlasterworm but hasa differentworm binaryandpayload.Sasserworm usestheftp protocol(
 �
C3) to download

theworm replica.Within theftp session,a PORTprimitive is initiatedto startanotherreverseconnect-backactivity

(C4).

Table1 alsoshows thefootprintsof severalhistoricalworms,which arederivedfrom our worm playgroundenvi-

ronment(vGround). Ramenworm is a multi-vectorworm, which hasthreeinfectionvectors(IVs): LPRng(CVE-

2000-0917),wu-ftpd(CVE-2000-0573),andnfs-utils(CVE-2000-0666).Interestingly, theexploitationonthewu-ftp

IV is �a wed,which couldnot resultin a successinfection. The footprintsfor Ramenwormson differentinfection

vectorsarealsovisualizedin Figure7. Note that an initial TCP control packet with SYN andFIN bits (SF
1 ) set,

sourceportbeing21, anddestinationportbeing21, is usedto probethevictim amongall threeIV-speci�c footprints.

Anotherthreeexaminedworms,i.e.,Lion, Slapper, andSARSworms,aresingle-vectorworms.Lion wormhasbeen
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describedin Section2.3. We deferthediscussionof Slapperworm in Section4.4. SARSworm is a multi-platform

worm, which is ableto spreadacrossvariousplatforms(e.g,Debian3.0, Gentoo1.4.x, Mandrake 8.x/9.0,Redhat

6.x/7.x/8.0/9.0,Slackware8.x/9.0,SuSE7.x/8.x,FreeBSD4.x/5.0,NetBSD1.5/1.6,andOpenBSD3.2). Its visual

presentationis omitteddueto spaceconstraint.

Wewould liketo highlight thatall of thesebehavior sequencesareuniquelyexhibitedby thecorrespondingworms

andto thebestof ourknowledge,arenotexhibitedwithin any othernormalaccessesto correspondingservices.

4.3 Uniquenessof Behavioral Footprinting

Behavioral footprintingcapturesworms' characteristicsbasedontheir infectioncycles.In thissection,wedemon-

stratethe bene�t obtainedfrom this new dimensionfor worm identi�cation. To this end,we performtrace-driven

worm recognitionexperiments.More speci�cally, the sneezeutility (Section4.2) is modi�ed to serve asa worm

recognitiontool usingworms' behavioral footprints.Weusea7-hourtrace(80M containing3 liveworm infections)

collectedby Collapsar[22] to demonstratethe bene�t of worm behavioral footprinting. For comparison,we �rst

applya popularopen-sourcecontent-basedIDS, i.e., snort, to detectpossibleintrusions12. Our own tool, sneeze, is

thenappliedto thesametrace.Sneezeis ableto identify all threeworminfectionsin thetracewith 0%falsepositive.

Theresultsfrom snortandsneezeareshown in Table2 andFigure8, respectively.

SnortSignature # Alerts # Sources # Dests

1 NETBIOSDCERPCISystemActivatorpathover¯ow attemptlittle endian 539 12 201
2 NETBIOSSMB-DSSessionSetupAnd X requestunicodeusernameover¯ow attempt 15 1 1
3 NETBIOSSMB-DSDCERPCNTLMSSPasn1over¯ow attempt 14 2 1
4 ICMP SourceQuench 28 28 1
5 ICMP redirecthost 27 1 1
6 TFTPGet 24 1 4
7 ICMP LargeICMP Packet 3 2 2
8 ICMP PINGCyberKit 2.2Windows 307551 33 153549
9 ICMP DestinationUnreachableCommunicationAdministratively Prohibited 156 2 1
10 SCANUPnPservicediscoverattempt 30 1 1
11 NETBIOSSMB-DSIPC$shareunicodeaccess 6 3 1

Table 2. Worm Detection with Content Fing erprints

As Table2 shows, snortperformsreasonablywell in recognizingvariousRPCDCOM buffer over�ow attempts,

andin reportingnumerousalertsfor “ICMP PING CyberKit 2.2Windows”, which correspondto theprobingtraf�c

from Welchiaworms. However, thesealertsaredistinctalertseventhoughthey might becausedby thesameworm

infectionsession.Figure8 showstheresultfrom sneeze.Sneezenaturallyidenti�es 3 successfulworminfectionsand

alsoreports2 unsuccessfulworm infections(whichwerenotdiscoveredin [22]). Furthermanualanalysisshows that

oneunsuccessfulworm infectionhaserroneouslygenerateda wrongaddress(192.168.1.59) to downloadtheworm

replicawhile anotherunsuccessfulinfectionhasa �a wedexploitation in binding thecommandshell service.Since

tftp protocol is usedfor all theseworms,we would like to compareboth outputsin this aspect.Table2 reports4

12Thesignaturedatabaseusedin thesnorthasbeenupdatedto containlatestcontent®ngerprintsfor known intrusions.
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Figure 8. Worm Detection and Identi�cation with Behavioral Footprints

alertswith messages“TFTP GET” while Figure8 furthershows thatonetftp is relatedto theEnbieiworm,onetftp

is relatedto theMSBlasterworm,andtheothertwo tftp arerelatedto theWelchiaworm,whichusesonetftp session

to downloadthe �le DLLH OST:exe (the worm payload)andthe othertftp sessionfor SVCH OST:exe (a tftpd

daemon).

Thecomparisonclearlydemonstratestheuniquenessof thebehavioral footprintingdimension.Fromthecontent

dimension,snortinspectseveryincoming/outgoingpacketandraisesageneralalertif amaliciouscontentsequenceis

detected.Fromthebehavior dimension,sneezeis ableto recognizeindividual wormsoncethebehavioral footprints

arematched.

4.4 Robustnessof Behavioral Footprinting

Previous subsectionsdemonstratethe feasibility andeffectivenessin extractingbehavioral footprints for worm

characterizationandrecognition.In thefollowing, we furthercomparetherobustnessof behavioral footprintingwith

thepopularcontent�ngerprinting dimensionunderthreedifferenttypesof mutationattacks.

4.4.1 A Content-Mutation Attack

In this experiment,we examinethe robustnessundera simple content-mutationattack. The Slapperworm is

chosenfor thecomparison.

Within the snort system,thereare two Slapper-relatedsignaturesshown in Table 3. To compare,a vGround

with 100 virtual nodesis �rstly instantiatedand an instanceof the original Slapperworm is introducedinto the

environment. A tcpdumptrace�le containingthe infection of slapperwormsis randomlyselected.Snort reports

two alertson the log �le with the message“MISC OpenSSLWorm Traf�c” and� ve alertsfor “WEB-MISC Bad

HTTP/1.1Request”.

Then,anotherexperimentis conductedby performinga simplemutationof theSlapperworm content:replacing

the string “TERM=xterm” with “TERM=linux” and“GET / HTTP/1.1” (the bannergrabbingroutine)with “GET
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SnortSignature Alert Message
1 TERM=xterm MISC OpenSSLWormTraf®c
2 GET/ HTTP/1.1 WEB-MISCBadHTTP/1.1

Request,PotentiallyWormAttack

Table 3. Snor t Signatures for the Slapper Worm

/ HTTP/10”. The samevGroundis usedto experimentwith the modi�ed Slapperworm. Oncethe contentsare

mutated,no alert is generatedby snortfrom any worm propagationtrace.Otherrecentwork [45] hasalsocon�rmed

thein-effectivenessof content�ngerprints undercontentmutationattacks.

TCP 3�way handshake

  443/TCP     */TCP

TCP 3�way handshake

  443/TCP     */TCP

TCP 3�way handshake

TCP 3�way handshake

TCP 3�way handshake

1st
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TCP 3�way handshake

     */TCP

TCP 3�way handshake

FIN

80/TCP

FIN

FIN

     */TCP 80/TCP

     */TCP   443/TCP

     */TCP   443/TCP

     */TCP   443/TCP

Figure 9. The Behavior Footprint of the Slapper Worm

Behavioral footprintingdemonstratesits robustnessunderthis attack.In bothcases,sneezeis ableto identify the

samebehavioral sequenceof theSlapperworm. As visualizedin Figure9, theslapperworm �rstly opensa normal

TCPconnection(C1F1
 �
F1) againstport 80 checkingthereachabilityof remotehost;It thenissuesan invalid HTTP

GET request(C2
 �
F2, half-close; containingthesecondcontentsignatureusedin snort)to grabtheserver bannerand

querythe versionof web server; Later on, it further establishes20 simultaneousplain TCP connections(
Q 22

i=3 Ci ,

openedwithout any payloadandnever shutdown) on 443 port to preparefor the two following exploitations(C23,

C24). Finally, a �urry (> 10; 000) of shortpackets(1 bytein payload)canbeobservedfor theC24 TCPconnection.

4.4.2 A Traf�c-Encryption Attack

In thisexperiment,weexaminetherobustnesswhenthewholewormtraf�c is encrypted.

As pointedout in [37], theoriginalSlapperwormis propagatedthroughthetransmissionof auuencodedversionof

theunencryptedwormsourcecode.In thisexperiment,asynthesizedSlappervariantis �rst instructedto encryptthe

wormsource�le beforepropagationandthenit is instructedto decryptthe�le beforecompilingit andexecutingthe
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Figure 11. N­Gram Anal ysis of the Slapper Worm
Variant with Encr ypted Transmission

worm binary in theinfectedvictim. N-Gramanalysis(countingthefrequency of n-lengthcombinationsof bytes)is

performedover two infectioninstances:onefor theoriginalSlapperwormwith transferof unencryptedwormsource

(shown in Figure10)andtheotherfor theSlapperwormvariantwith encryptedsource(shown in Figure11).

TheN-gramanalysison theoriginal Slapperworm traceshows severalcommonstringswith a muchhigherfre-

quency of occurrencethanotherstrings.However, thesestringsarenot thesameasthesignatureadoptedin snortto

detectSlapperworms. In fact, the signatureusedin snort“TERM=xterm” only happenstwice within the N-Gram

analysis.It suggeststhat themost-recurringcontentblocksarenot necessarilysuitablefor signaturepurpose.Once

the transmissionis encrypted,almostevery string hasequalprobability of occurrence.On the otherhand,the se-

quenceC1F1
 �
F1C2

 �
F2

Q 22
i=3 Ci C23C24 is exhibitedin boththeoriginal andthesynthesizedSlapperworm infections,

whichdemonstratestheapplicabilityof behavioral footprintingevento wormsthatencrypttheir traf�c.

�C  3�C  4�C  5 �C  10�C  9 �C  11�C  12�C  13�C  14�C  7�C  6 �C  8 �C  16�C  17�C  18�C  19�C  20�C  21�C  22�C  23�C  24��C  15Sequence:

16 14 17 10 4 19 8 18 1 5 12 3 11 15 6 9 220 13 7
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Figure 12. A Phylog enetic Tree Built from 20 Polymorphic Behavioral Sequences of the Slapper Worm
Variant

4.4.3 A Behavior-Polymorphism Attack

Theprevioustwo experimentsdemonstratetherobustnessof worm footprintsagainstcontent-mutationandtraf�c

encryptionattacks. In this experiment,we further examinethe robustnessof worm footprintsagainsta behavior-
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polymorphismattack.

Insteadof following thebehavior sequenceshown in its original footprint,a behavior-polymorphicSlapperworm

variantis crafted,which is capableof (1) intentionallyintroducinganarbitrarynumberof irrelevantor miscellaneous

sequencesduringtheinfection13; (2) intentionallyaddingacertainrandomtiming delayamongany two consecutive

infectionsteps;and(3) intelligently changingtheIP addressfrom which to downloadtheattackpayload,including

theworm replica. However, asrestrictedby theway to exploit theOpenSSLheapvulnerability (Section3.3.1),the

temporalorderin theoriginalbehavior sequencehasto bemaintainedto ensuresuccessfulinfection.

A vGroundwith 1500virtual nodesis constructedandall successfulinfectionsessionsarerecordedfor sequence

analysis. For brevity andreadability, Figure12 only shows the phylogenetictreebuilt from collectedtraceswith

20 infection instances.Thenumbersin the leaf nodesareindex numbersfrom 1 to 20. Thevaluesin intermediate

nodesindicatenormalizedsimilarity ([0; 1]) basedonSmith-Watermanalgorithm(Section3.2).Lowervalueindicates

highersimilarity betweenthetwo sub-clusters.Thepenaltyusedfor eachgapthroughthealgorithmis p = � 2 and

thescoringmatrixusedfor Smith-Watermanalgorithmis

s(i; j ) =

8
><

>:

2; x i = yj

� 1; otherwise:
(4)

As we observe, the phylogenetictreealgorithm is still able to extract the mostcritical part of the original be-

havior sequence:
Q 22

i=3 Ci C23C24, demonstratingthe resilienceof behavioral footprinting against the behavior-

polymorphismattack.

5 Limitations

As anew dimensionto characterizeself-propagatingworms,behavioral footprintingshowsgreatpotentialin iden-

tifying all infectionincidentsof eachreal-world wormwehaveexperimentedwith. However, wewould like to point

out thatbehavioral footprintingis proposedto enrichworm characterizationalongwith otherdimensions,e.g.,con-

tent�ngerprinting. It alonecouldleadto eitherincompleteor inaccuratewormcharacterization.In thefollowing, we

describecurrentlimitationsof behavioral footprinting.Suchlimitationsalsocall for furtherimprovementof thisnew

dimensionandtheadoptionof amultiple-dimensionalapproachto wormcharacterizationandidenti�cation.

Behavior substitution attacks Our currentpairwisealignmentalgorithmleveragesa basicsequencealignment

technique,or morespeci�cally, a simpleprede�nedscoringmatrix (Section3.2), to align worm infectionsequences

wherea worm-identifyingbehavioral footprint is derived. An attacker might intentionally introducesomesubsti-

tutablesubsequence,which attemptsto corrupt the alignmentprocesswhile still achieves its goal for infection or

propagation.For example,within theReplicationphase(Figure1), differenttransportchannelsor eventunnelingcan

13Wewould like to pointout thatthoughthewormis ableto initiate theconnections(e.g.,ICMP/TCP/UDP̄ ows) to thevictim node,it can
notcontrolthereversedirectionasthevictim is notunderits controlyetbeforeasuccessfulexploitation.
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beleveragedto retrieve thewormreplica.

However, if we re-examinethemotivationbehindthesequenceanalysisandconsidereachbehavior substitution

asa possiblemutation,suchattackis reminiscentof the classicchallengefacedby biologistson how to optimally

align genesequencesunderpossiblemutations. It is interestingto notethat two popularscoringmatricesusedin

genesequencealignment,i.e.,PAM [18] andBLOSSOM[18], have beenconstantlyevolved(andarestill evolving)

to re�ect newly-discoveredmutationsfor decades.Similarly, consideringthescoringmatrix behindour algorithmis

primitiveasit simplyreturns1 if two �o wsarefully matched,additionaleffortsarestill necessaryto re�ne thescoring

matrix. Fortunately, our applicationdomainis differentfrom theoriginal biologicaldomainasa worm usuallycan

not evolve itself at runtimeandhasrelatively limited numberof possiblesubstitutions.In addition,a worm capable

of substitutingits infectionstepsis likely to bemorebloated(e.g.,re�ectedby its replicasize)thana compactone.

An over-bloatedworm is morelikely to bedetectedin the�rst place.

Behavior-camou�aging attacks Behavioral footprintingis designedto captureaworm's infectionstepsexposed

duringits infection. A worm authormight attemptto inject fake stepsinto theinfectionsequences.After thesefake

stepshave beenincludedin the worm's behavioral footprint, the worm will stopexhibiting thesefake steps.As a

result,thebehavioral footprint will experiencea suddenincreasein falsenegativesbecausea full matchagainstthe

footprintwill fail from now on. Thefundamentalsolutionis to identify andremovethosefakestepsusingtechniques

suchassemantic-level analysis[34,44],whichis anon-going,challengingresearchtopic. Anotherpossibleapproach

is to mitigatesuchattackby adoptingpartial insteadof full footprint matching.However, a trade-off will bemade

to determinethe con�dencelevel of the partial matchingto avoid the opposite,namelyhigh falsepositives. Other

dimensions(e.g.,content�ngerprinting) mayprovidecomplementarycapabilityin this case.

6 Relatedwork

Due to the signi�cant threatimposedby self-propagating worms,securityresearchershave exploredvariousdi-

mensionsto �rst captureworms' uniquenessandthenapplythemfor worm identi�cation.

Amongthemostnotable,content�ngerprinting [26, 28,33,43] hasbeenwidely examinedandutilized to derive

themostrepresentative contentsequences.Realizingthe inconveniencein manuallyextract thecontentsequences,

severalsystemssuchasHoneycomb[28], Autograph[26], EarlyBird[43] andPolygraph[33] havebeenrecentlypro-

posedto automatethecontent-basedsignatureextractionprocess.However, acontentsequenceis only ableto detect

the worm activity within oneinfection stepor most likely, the exploitation stage(Figure1). Behavioral footprint-

ing insteadis proposedto captureworms' uniquenessduringits entireinfectionsession,which nicely complements

content�ngerprinting (Section4.3).

Anotherdimension,anomalydetection[1, 2, 3, 24, 29, 39, 48], leveragesthe insight that wormsare likely to

generateanomalousbehaviorssuchasportscanning[24] andfailedconnectionattempts[1, 2, 3], whicharedifferent

from thenormalbehavior. Thoughsuchapproachhasbeendemonstratedeffective in detectingworm infection,it is
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not intendedto identifyworms. In otherwords,it mainly answersthequestion“is therea worm infection?”,not the

question“which worm is this?”.

Otherpromisingdimensionsincludevulnerability-speci�ccharacterization[1, 32, 47] andsemantic-awaretaint-

ednesstracking[14, 15, 34, 40, 44]. Shield[47] or similarly Worm Vaccine[1] andGenericExploit Blocking [32]

proposethenotionof vulnerability-speci�csignatureanduseit to accurately�lter outattack�o ws. TaintCheck[34],

Minos [15], Vigilante[14], andotherrelatedsystems[40, 44] enablethedetectionof unknown attacksby associating

a tag to untrustedinformationsourcesandreportinganalert if a taintedinstructionis executed.Theseschemesare

generallyapplicableeven to detectunknown attacksor intrusions. While capableof detectingthe occurrenceof a

possibleexploitation,they donotattemptto characterizetheentireworminfectionprocesswhereexploitationis only

oneof theinfectionphases.

Differentfrom thesedimensions,behavioral footprintingis anew butcomplementarydimension.Recently, another

relatedbehavior-orientedapproach[19] is proposed.However, it focuseson the inter-machinepropagationpattern

(tree)exhibitedby wormsaswell asthesimilarpayloadfrom onemachineto another. Moreover, it implicitly assumes

theexistenceof worms' behavioral footprints,without justifying theexistenceandproposingtheextractionof worm

behavioral footprints,which is thefocusof ourwork.

7 Conclusion

Wehavepresentedanew promisingdimension,behavioral footprinting,to enrichthewormcharacterizationspace.

Orthogonaland complementaryto existing dimensions,behavioral footprinting characterizesthe temporalworm

infection process.Ef�cient androbust algorithmsareproposedto accuratelyandreliably extract worm behavioral

footprints. Our experimentswith real-world worms,in comparisonwith thecontent-based�ngerprinting approach,

clearlydemonstratethefeasibility, uniqueness,androbustnessof behavioral footprinting.
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