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Abstract

With increasingspeedyvirulence and sophistication self-popagating wormscontinueto posea seriousthreat
to the safetyof the Internet. To effectivelyidentify and defendagainstself-piopagating worms,a critical taskis to
characterizea worm along multiple dimensions.Content-basedchgerprinting is a well-establishedlimensionfor
worm characterizationby deriving the mostrepresentativecontentsequenceas a worm's signatue. However, this
dimensionalonedoesnot captuie all aspectof a worm and maytherefore lead to incompleteor inaccumate worm
characterization.

To expandthe spaceof worm characterization,this paper proposesand justi es a new dimension,behaioral
footprinting Orthogonaland complementaryo content-basecdhg erprinting, behavioal footprinting characterizes
a worm's unique behaviorduring ead infection sessionwhich covers the probing exploitation, and replication
phasesof the infection session.By modelingead infectionstepas a behaior phenotypeand the entire infection
sessioras a sequentiabehaioral footprint, we showthat behavioal footprinting captuesworm-speci chehavior
whidh is inherently differentfroma normalaccesdo thevulneable service We preseniadvancedsequencanalysis
tedhniquesto extract a worm's behavioal footprint fromits infectiontraces.Our evaluationwith a numberof real-
world wormsclearly demonstatesits feasibility and effectivenessn successfullyextracting worm-daracterizing
behavioal footprintsfor all experimentedvorms. Furthermoe, by comparingwith content-basedng erprinting,
our experimentsdemonstate the uniquenessand robustnessof behaviorl footprinting in worm recagnition and
identi cation.
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1 Intr oduction

Self-propagtingwormscontinueto posea seriousthreatto the safetyof the Internet, To effectively identify and
defendagainstself-propagtingworms,a critical taskis to characterize worm alongmultiple dimensionsContent-
basedngerprinting [26, 28, 33, 43] is awell-establishedlimensionto capturea worm's characteristicby deriving
the mostrepresentatie contentsequencasthe worm's signature.In practice,variousintrusiondetectionsystems
(IDSes)[36, 41], togethemwith recenthong/pot systemg5, 22, 38, 46], aredeployedto collectlive worms. Oncea
worm specimeh s collected anti-worm expertswill manuallyexaminethe specimerandextractaworm-identifying
content ngerprint asthe worm's signature.Recentsystemq26, 28, 33, 43] take onestepfurther by automatically

generatingvorms' content ngerprints. Thesesystemshave demonstrate@ degreeof success.However, they all

1The worm specimermight not only containthe worm binary itself, but alsoinclude other correspondindraf®& associateavith a worm
infection(e.g.,exploitation).



focuson one dimensionof worm characterizationnamely content,while missingotheraspectf a worm. This
single-dimensiorcharacterizatiomaylimit thecapabilityof wormidenti cation andrecognition.For example,it has
beendemonstratethatadvancedwormsarenow capableof exploiting the weaknes®f content-basedgerprinting
by mutating[45] or encrypting[27] their contentor payloadsn eachinfection sessionhenceescapingecognition
andidenti cation by content ngerprints.

We aremotivatedto exploreotherdimensiongo expandthespacenf wormcharacterizatioandthusenhancevorm
identi cation capabilities Especiallywerealizethatcontent-basechgerprinting doesnotcaptureaworm'stempoal
infectionbehaior, which containsvaluableself-identifyinginformationthatleadsto the worm's recognition.In this
paper we presentandjustify a new dimensionbehavioal footprinting to enrichworm characterizationWe would
like to emphasizeéhatbehaioral footprintingis expectedto be orthogonalandcomplementaryo otherdimensions
includingcontent ngerprinting. This new dimensioralonealsosuffersfrom ineffectivenesdowardscertainworms.
In this paper we targetthe type of worms|[7, 8, 9, 10,12, 13, 30, 31, 37] thatexploit traditionalvulnerableseners
(e.g.,Apache/llS,DNS, and Sendmail)to propagte themseleswithout ary humaninternention. Othertypesof
worms (e.g., mass-mailingor IM worms[11] involving end userinteractions)are subjectsof future work. Our
contributionsaremainly three-fold:

Firstly, we proposebehaioral footprinting as a fundamentallynen dimensionfor the characterizatiorof self-
propagtingworms. Unlike content ngerprinting which extractsoneor a few staticworm-uniquebyte sequenceas
sighaturepehaioral footprinting essentiallycapturesaworm's uniquetemporalactionsequenceluringaninfection
sessionwhich coversthe probing 2, exploitation, andreplication phasewf the infection session. Our evaluation
(Sectiond) with a numberof real-world wormsclearly demonstratethe existenceof worm-speci cbehaioral foot-
prints.

Secondlywe developrobustalgorithmsto extractthe behaioral footprint from aworm's infectiontraces.More
speci cally, by representingachstepwithin aworm's infectionsessiorasa behavioal phenotypendthecomplete
infection sessionas a behaioral phenotypesequencewe obsenre that the sequencee ects both worm-speci ¢
exploitationandpropagtion stratgies. Giventracesof only afew infectionsessionspur algorithms(Section3) are
ableto accuratelyandrobustly extract a worm's behavior footprint, despitepossibleworm behaior mutationand
camou aging,suchascloakingauthentigphenotype®r forging phenotypes.

Thirdly, by comparingwvith content-basedhgerprinting, we demonstratéheuniquenesandrobustnes®f behaior-
basedootprintingin wormrecognitiorandidenti cation. Becaus®f theirorthogonalitybehaior-basedootprinting
is naturallyrobustagpinstattackshatevadecontent-basedgerprinting. Our experimentsshav instance®f worms
thatcannotbeidenti ed by content ngerprints but arerecognizablaisingbehaior footprints,justifying behaioral
footprintingasa complementargimensionfor worm characterization.

Therestof this papers organizedasfollows: In Section2, we demonstratéhe existenceof behaioral footprints

2Somenon-scanningvormsmay not have the probingphase.



in self-propagtingwormsandmalke a casefor the new dimensionof behaior-basedootprinting. We thendescribe
in Section3 our algorithmsto extracta worm's behaioral footprint. We presenexperimentakesultswith anumber
of realwormsin Section4. Limitations andpossibleimprovementsaredescribedn Section5. We presentelated

work in Section6 and nally concludethis paperin Section?.

2 A Casefor Behavioral Footprinting

In thissectionwe rst presentastagedview of aworm infectionsessiorio motivatethe characterizatioof worm
behaior. As representatie exampleswe illustratethe existenceof behaioral footprintsin two well-known worms:
the MSBIlasterworm propagting on Windows platform andthe Lion worm on Linux platform. Finally, we make a

casefor behaioral footprinting.
2.1 A StagedView of Worm Infection

In generaltheinfectionof aself-propagtingworm from aninfectedhostto avictim hostcanbebrokeninto three

phases:

Target Selection/Probing

Exploitation .
A Worm A Victim

Replication

Figure 1. A Staged View of a Worm Infection Session

Phasel: Target selectionand probing Usinga stratgy suchasrandomor biasedaddresscanninga scanning
worm during this stageattemptsto pick up a victim for infection. For example,an ICMP echorequestpaclet or a
TCP SYNprobeis usedto infer thereachabilityof a chosertamget. Additional paclketsmayalsobe usedto obtainthe
versionof a possiblyvulnerableservice We notethatthis phasemaynot exist for non-scanningvormsbecausehey
may carryapre-computedargetlist.

Phase2: Exploitation Oncetheworm recevesa positive responsdrom the victim host,a numberof malicious
paclets’ maybesentover attemptingo exploit thetamgetedvulnerability Successfuixploitationwill resultin theex-
ecutionof aspeci cally craftedcodein thevictim node.Differentwormsusuallyimplementdifferentfunctionalities
in thecraftedcode.

Phase3: Replication If the exploitationis successfulanadditionalreplicationphasemay follow to transmita
worm replicato thevictim node.Thereplicawill beinstalledin thevictim node,completingthis infectionsession.

Wewill shav thatthebehaior exhibitedby thewormduringthisinfectionsessiorcontainsvaluableself-identifying

informationthatcanbe usedto characterizendidentify theworm. Especially thetemporalorderof infection steps

3TherearecertainwormssuchasSlammer[30which mightblindly sendexploitationto any probedhosts.



takenby thewormre ects theintrinsic dependenciethatmustbefollowedto ensurea successfuinfection.

2.2 Examplel: Windows-BasedVSBlaster Worm

We considertheinfamousMSBlasterworm [9] asthe rst motivatingexample. The MSBlasterworm exploits an
RPC-DCOMvulnerability (MS03-026)for its infection. An MSBIlasterinfection sessions illustratedin Figure 2.

Theinfectionsessiorconsistof thefollowing steps:
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Figure 2. An Infection Session of the MSBlaster/Windo ws Worm

A three-vay TCP handsha& on port 1354 is implicitly usedby the worm to checkthe reachabilityof the

selectedamget(Phasel).

Upon the establishmenbf the TCP connection.the worm sendsa numberof maliciouspaclets (Phase?),
which exploit theknown RPC-DCOMuvulnerability[9] andcontaina speciallycraftedshell-code A successful
exploitationwill leadto the executionof the shell-coden thevictim node.In thecaseof the MSBlasterworm,

anew shellservicewill bestartedon TCP port4444by theshell-code.

The new shell serviceon 4444TCP is immediatelycontactedoy the worm to sendinstructionson how to
downloadthewormreplica,i.e., msblast.ge (Phase3). FromFigure 2, the TFTP protocolis apparentlyused

for thedownloading.

Theabove sequencef actionssigni cantly deviatesfrom anormalaccesdo the RPC-DCOMservice:First, after
the “servicerequest”,a new shell servicewould not suddenlyappearandlisten on 4444=TCP in the victim host.
Seconda nev TCP connectionto this port would not follow with the servicerequest.Third andmostimportantly
it shouldnot be obseredthatthe victim tooktheinitiative in usingthe TFTP protocolto downloada le (with the

namemsblast.ge andsize6; 372bytes)from the serviceclient.

“Microsoft's DCOM ServiceControlManager(alsoknown asthe RPCEndpointMapper)usesthis port asa well-de@edmeango provide
port-mappingservicesassociatingvailableserviceswith their ports.



2.3 Examplell: Linux-BasedLion Worm
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Figure 3. An Infection Session of the Lion/Lin ux Worm

The secondillustrative exampleis the historical Linux-basedLion worm [4]. The Lion worm exploits a BIND

vulnerability (CA-2001-02)for its infection. A Lion worm infectionsessions shawvn in Figure3.

TheLion worm rstly makesanexplicit TCP connectiomttemptto the destinatiorport53. A successfuton-
nectionindicatesthe reachabilityand possiblevulnerability of the selectedarget (Phasel). This connection,

if establishedis thenimmediatelytoredown withouttransmittingary payload.

AnotherTCP connectiorto the samedestinatiorportis thenestablishedThis time, certainexploitationcodes

aresent(Phase?).

If theexploitationis successfulthe shellscript,whichis transmittedogethemwith the exploitation codes will

be executedo retrieve aworm replicafrom theinfecterto thevictim (Phases).

Again, deviation from the normalaccesso DNS lookup serviceis obsenred: First, it is unlikely thatthe access
would begin with a plain TCP connectionwith no payload Secondand mostimportantly after the DNS lookup
requestijt is highly unusuathatthe BIND seneronthevictim sideinitiatesa TCP connectiorto the DNSclienton
anunusuaport27374TCP, followedby anHTTP sessioron this connectiorto transfera le of 71; 680bytesfrom

theclientto theserver

2.4 Behavioral Footprinting: a New Dimension

In generalfor thesamevulnerableservice thereexist intrinsic differencedetweera normalaccesso theservice

andaworm infectionthroughthe service:



Firstly, during the exploitation phaseof a worm infection sessiona worm will attemptto misusea vulnerable
servicein away thatis differentfrom a normalaccessln fact, severalrecentworks|[1, 32, 47] have leveragedhis
differenceto derive vulnerability modelsfor worm defense.

Secondly the replication phaseof a worm infection sessionshould not happenduring a normal accesgo the
vulnerableservice. In sharpcontrast,it will appeaiin every successfulvorm infection. As shavn in Figure2, the
4444TCP connectionandits encapsulated FTP transmissiorwill appearin every MSBlasterworm infection.
Similarly, the 27374TCP connectionandits encapsulatetHTTP sessioncanbe obsered for every Lion worm
infection(Figure3).

Finally, theentiresequencef infectionstepsduringaninfectionsessiorcharacterizetheworm's behaior, andis
highly unlikely to appeaiin normaltraf c. In fact,ourexperimentswith real-world network tracesresultin zeio false
positive Furthermorefor differentwormsexploiting the samevulnerableservice their sequencesf infection steps
aredifferent. Thereasoris thatdifferentwormstendto have differentexploitationmeansreplicationidiosyncrasies,
andpayloadsgeventhoughthey areexploiting the samevulnerability (Sectiord.2).

Basedon the abore obsenations,we aremotivatedto adopta worm's infection stepsequenceluringaninfection
sessiono characterizeandthus uniquelyidentify the worm. We call this new dimensionbehavioal footprinting,
in contrastto the well-known dimensionof content-basedngerprinting. We emphasizehat the two dimensions
complementeachotherandthey shouldbe combinedto overcometheir own weaknesseéSection5). Especially
since behaioral footprinting doesnot rely on payloadcontentanalysis,it is naturally resistantto content-based

mutationandencryptionattacks(Sections4.4.1,4.4.2).

3 Behavioral Footprint Representationand Extraction

In this section,we rst de ne the behaioral footprint andits representation A simple pairwise alignmental-
gorithm is then presentedo extract a behaioral footprint from the tracesof two infection sessions.To increase
therobustnessagainstmoreintelligentworms,we develop an adwancedfootprint extractionalgorithmto accurately

extractaworm's behaioral footprint from multiple infectionsessions.
3.1 Behavioral Phenotypeand Footprint

Theterm“behaviorl phenotyp& wasoriginally coinedin 1972by Nyhan[35] to represent behaior thatwas
geneticallydeterminedn the sameway asthe physicalfeaturesf a phenotype Recallthe stagedview of wormiin-
fectionsessionn Section2, if we denoteaworm'sinfectionstepsastheworm's behaioral phenotypeshesequence
of behaioral phenotypesnanifestedduring the infection sessiorwill be de ned astheworm's intrinsic behaioral
footprint. From Section2, the behaioral footprint uniquelyre ects the behaioral characteristicef theworm (e.qg.,

alusedvulnerability, working exploitation,adoptedoropa@tion,andself-carriedpayload).



Our proposedalgorithmsto extractworm behaior footprintsare basedon the sequenceanalysistechniquesex-
tensvely appliedin bio-informaticsareas. A commonandimportantissuefor bio-informaticsresearchs to operate
over a large sequencesf stringssuchasDNA, RNA, andproteinsequenceto nd certainpattern(slamongthem.
Notice thatary type of proteinis a sequenc®f aminoacid sub-unitsandthereare only 20 differentaminoacids,
which constitutethe whole alphabeffor proteinsequenceanalysis.Similarly, if we considerall possiblebehaioral
phenotypesiuring the worm infection asthe alphabetthe behaioral footprint of a worm canbe represente@dsa
sequencef charactersn the alphabet.For example,the behaioral footprint of the MSBlasterworm, basedon the
infection sessionn Figure2, canbe representeds Slszl R1828§A2 UiU; Ry, wherethe characters'

de nitions are;:

S; : < TCP;458%=inf ecter; 135=victim; SYN >

S : < TCP;135=victim; 458%inf ecter; SYN;ACK >
A1 : < TCP;458%=inf ecter; 135=victim; ACK >

R; : < TCP;458%=inf ecter; 135=victim; RST >

S, : < TCP;459%inf ecter; 4444 victim; SYN >

82A : < TCP; 4444 victim; 459%inf ecter; SYN;ACK >
A, : < TCP;459%inf ecter; 4444 victim; ACK >

U, : < UDP;1552victim; 69=inf ecter >

U; : < UDP;6%inf ecter; 1552=victim >

R, : < TCP;459%inf ecter, 4444=victim; RST >

The lettersin the above footprint denoteeither TCP o ws with different control bits (SYN, ACK, RST) or
UDP/ICMP o ws (U/l). The subscriptdenotedifferent o ws. For example,S{ or S5'° representshe secondstep
(SYN and ACK bits set)in a normalthree-vay TCP handshakingrocedure. Without ambiguity a uniquewell-
known subsequenceanbe further shortenedasa singlecharacter For example,a TCP 3-way handsha& sequence
(e.g.,S SiAAi, i = 1,2, in previoussequencegouldbe simply de ned asC; (morein Sectiord).

In this exampleevery characteis atupleof several elds: thecharacterepresentingspeci ¢ TCP o w hasfour
elds < TCP;source port; dest port; TCP controlbits > ; thecharacterelatedto aspeci c UDP o w hasthree elds
< UDP;sourceport; dest port >. Note thatasdifferentinfection sequencemight have differentports,a special
wildcard eld © needsto be introduced.Using the MSBlasterworm asan example,the sourceports (e.qg.,the port
4581, 4599 1552in S1, Sy, U4, respectiely) vary with differentinfection sessionsvhile the destinationportsare
x ed(e.g.,theport 135 4444 69in S1, Sy, U1, respectiely). As such,thespecialwildcard eld (insteadof a x ed

SThearraw signis usedto markthetraf@& ~ow directionandcanbe omittedwhenit is implicitly implied.
A @ite setcontaininga limited numberof valuescanalsobe introducedto morepreciselycapturethe possiblecontents.For simplicity,
this paperonly mentionsthewildcard ®ld.



port number)is usedfor the sourceport eld. Also, therearesomeworms,which might have a constansourceport
number(e.g.,the Witty worm have a constantJDP sourceport 4000, but a randomdestinationport. In this case,
the wildcard is usedto representhe destinationport eld. It is worth mentioningthat althougha worm infection
sessiorusuallyinvolvesonly two nodeqinfecterandvictim), a coodinatedworm infectionmightinvolve morethan
two nodes(e.g.,dowvnloadingthe worm replicafrom a third-party). In this case the wildcard eld canbe usedto
representheinfecter eld.

In addition,the numberof elds in a phenotypanay not be x ed. Additional elds canbe addedto each ow
to include other meaningfulinformation suchas the paclet length, particular contentsequencepr even relative
timing from the previous one (an exampleis shavn in Section3.3.1). In fact, the extensiblenatureof behaioral
phenotyperepresentatiomalkesit easierto integrateworm characteristicof other dimensions For example,the
content-baseadhgerprint of aworm canbeaddedo a behaioral phenotypeindicatingthe occurrencef the content
duringthecorrespondingnfectionstep.Protocolcomplianceanalysisandvulnerability-speci cinformationcanalso
beintegratedto furtherimprove theaccurag of wormidenti cation.

However, we would like to point out that due to differentunderstandinggr emphasiseven for the sameworm,
differentresearchermightintendto extractdifferentbehaioral footprints(e.qg.,in termsof sequencéengthor eld
content).Suchsituationis similar to the content-basedounterpartDifferentcontent ngerprints maybe choserby
differentresearcherfor the sameworm. For simplicity, this paperchooses simplerepresentatiodescribedn this

Section.As shavn in Section4, suchrepresentatiois capableof accuratelycharacterizingsxisting worms.

3.2 Pairwise Alignment Algorithm

Basedon the behaioral footprint representationwe rst presentan algorithmto extract a worm's behaioral
footprintfrom two infectionsequencesf theworm.

Given two infection sequence$ 1 = X1X2 Xp andF2 = yiy>  Ym, a pairwisealignmentalgorithmis
primarily usedto align thesetwo sequencesothatthey could have the samelength. Basedon a pre-de nedscoring
matrix (e.g.,a matchyields 1 while a mismatchyields 0), the alignmentalgorithminsertsgaps,if necessaryto
achieze maximumalignmentof the two sequencesl he maximumalignmentis de ned asthe sumof termsfor each
alignedpair of characters: xj;y; > within thesequence@epresentingimilarity s(x;; y; )), plustermsfor eachgap
(representingpenalty p). The similarity and gap penaltyare de ned asa part of the scoringmatrix and might be
speci c to differentapplicablescenarios A global alignmentschemepbtainsthe optimal global alignmentbetween
two sequencewhile a local alignmentschemdooks for the bestalignmentbetweensubsequencesf them. There
aretwo correspondingvell-knovn dynamicprogrammingalgorithms,i.e., Needleman-Wnschalgorithm[1§ and
Smith-Watermaralgorithm[18].

Theideain Needleman-Whnschalgorithmis to build up anoptimalalignmentusingprevious solutionsor optimal

alignmentof smallersubsequences matrixM , indexedby i andj with oneindex for eachsequencds iteratively

8



constructedThecellM (i; j) is thescoreof the bestalignmentbetweertheinitial sggmentx1x,  X; of X upto Xx;
andtheinitial sggmenty,y, y; of y uptoy;. Initially, M (0;0) = O,M (i;0) = ip,M (0;j) = jp. Then,the

matrixis iteratively lled from top-leftcellsto bottom-rightcellsbasedn Eqgn.(1).

8
%M(i Lj D+s(xy); i Lj o1

M(i;j) = maxE MG 1) p; i1 (1)
"M P j 1

Eachcaserepresentsn option how currentM (i; j) cell is derived from one of the otherthreecells (abore-left
[i 1;j 1), aboeli 1;j],orlefti;j 1]). Onceall valuesarecalculatedthe choicesakenateachcell starting
from the bottommostrightmostone are tracedback so that an optimal global alignmentis derived. An example

alignmentapplyingthe Needleman-Whnschalgorithmto the Welchiaworm [12] is shovn in Figure4.

<«

<~ <~
Sequence 1: | 1l 1C1F1F1C2U1U1— — R>2
e \

«— <« <«

Sequence 20 _ _ ¢ F F1C2U1U1U2U2R2

Figure 4. Global Alignment with Needleman-W unsc h Algorithm. The choices made during the alignment
are shown as “” and “j”. The “-” in the top sequence used as index i for M corresponds to the choice
“above” [i 1;j],the “" in the bottom sequence used asindexj for M represents “left” choice [i;j 1],
while the “j” in the middle shows the option “above-left” [i 1;j 1]

Smith-Watermaralgorithmworks similarly exceptthat Eqn.(1)is modi ed for local alignmentpurpose.Particu-
larly, onemorecaseis addedo re ect thepossibilityof startinganew localalignment.As such theentryof M (i; j)
is re ned with thevaluemax(M (i; j); 0) duringtheiterative calculationof Eqn.(1). Thetracebacks not performed
from the bottommostiightmostcell, but from the cell with the maximumvalue/. Keenreadersmight nd another
interestingapplicationwith the Smith-Watermaralgorithm: if we associate metric(e.g.,numberof matches}o the
bestalignmentbetweensubsequencesf F ; andF », the metric canalsobe usedto indicatethe similarity among
thetwo sequencedn fact,the Smith-Watermaralignmentis usedin the next algorithmasa similarity-basedscoring
mechanisnio build therelevantphylogenetictreefrom a numberof worm infectionsequences.

It is interestinghatmostexisting self-propagtingwormsarestill primitive with nobehaviorpolymorphiccapabil-
ities. Ourexperimentsn Sectiond shawv thatpairwisealignments highly effective in extractingworm-characterizing
behaioral footprints. However, eventhoughthe majority of currentself-propagtingwormsarenot polymorphicin
behaior, it is likely thatfuturewormswill bemoreintelligent,giventhatcertainlibraries[16, 25,42] renderingcode
polymorphicarereadily available. As aresult,the pairwisealignmentalgorithmmight not be capableof characteriz-

ing futureworms.

"A tie canbebrokenby arbitrarily choosingary cell with the maximumvalue.



3.3 PhylogeneticTreeAlgorithm

In this section,we proposea robust algorithmto extract behaioral footprints of more advancedworms. The
algorithmis basedon our obsenationon the existenceof behavioal invariants Beforepresentinghealgorithm,we

furtherjustify the existenceof behaioral invariantsevenin advancedworms.

3.3.1 Examining Behavior Invariants

Similar to its counterpart the content-polymorphievorm, a behaior-polymorphicworm could exhibit varying
behaior during differentinfection sessions Herewe considersingle-vectorwormswhich tamget one vulnerability,
becausea multi-vector worm can be consideredas the combinationof several single-vectorworm variants,each
with only oneinfection vector We have so far studiedat leasttwenty self-propagting worms and their variants
(including behavior-polymorphicwormswe synthesize}argetinga numberof differentserviceson top of various
operatingsystemsandhave foundbehaioral invariantin ead of them. Althoughwe arenot claimingthatall worms
will exhibit behaioral invariants,a signi cant fraction of them do, becausébehaioral invariantstypically result
from (1) restrictionsimposedfor successfuexploitations,(2) commoncomponentsn eachinfection session(e.g.,
samepayloadandreplicationmethodof a worm), or (3) in somecasesaworm's idiosyncrasiesn its exploitation
meansfeplicationmechanismsandself-carryingpayloads.We presentwo examplesto illustrate how restrictions
for successfuéxploitationsdetermineaworm's behaior invariants.

The rst exampleis relatedto the OpenSSLheap-basetiuffer over ow exploited by the Slapperworm. As de-
scribedin [37], theover ow is usedtiwiceby thewormto achiere areliableinfection. The rst OpenSSlexploitation
only attemptso locatethe over-writable heapaddresswithin the vulnerableApacheaddresspacewhich is hardly
predictableacrossall theseners. After the rst exploitation,theacquirecheapaddresss patchedn the attackbuffer
within the secondOpenSSLexploitation. It is expectedthatthis two-phasexploitation enablesa reliableinfection.
However, it hasone more restrictionthat the two Apacheprocessefiandlingthesetwo exploitation connections
shouldhave the sameheaplayout,andthusensurehevalidity of theheapaddres®btainedrom the rst exploitation
connectiorto thesecondxploitationconnection.To satisfytherestriction thewormmust rst exhaustthe Apaches
pool of senersbeforeactualexploitation. The exhaustionis achieved by openinga successiof 20 connection$
sothattwo freshApacheprocessesanbe spavnedto handlethe two exploitation connections As such,a reliable
Slappemworm infection requiresa seriesof resource-ghaustingT CP connectionsandtwo additionalexploitations.
Theserequirementwill be essentiallyre ected asthe behavioal invariants or invariant subsequenca Slapper
worm's behaioral footprint. We will furtheranalyzethe Slappemwormin Sectiond.4.3.

Thesecondexampleis relatedto the Slammemworm exploiting a simplebuffer-overrunvulnerabilityin MS SQL

seners. Dueto the natureof the exposedvulnerability, only a single UDP paclet with the following properties:

8Thenumber20 s relatedto the StartServes entryin the Apachecon®uration®e.
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destinatiorport 1434 paclettype4, andsizelargerthan60 bytes,will successfullyriggerthe buffer over ow. Such
requirementeadsto the behaioral invariantof the Slammerworm, andis re ected in its behaioral footprint as:

< UDP; = ;1434 ;payload:\j04";size> 60>.

3.3.2 Building the PhylogeneticTree

By operatingover a collectionof aworm's infection sequence’s theworm's behaioral invariantscanbe reliably
extractedby advancedsequenceanalysistechniques. More speci cally, pairwisealignmentis rst performedto
derive their relative similaritieswith eachother(a.k.a.,the Smith-Watermanalignment). Basedon the similarities,
a phylogenetictreewill be built to guidethe nal stageof multiple sequencalignmentto exposeand extract the
behaioral invariants.

A phylogenetictreeis originally proposedo depictthe evolutionaryrelationshipsof a groupof life organisms.
Herewe arebuilding the phylogenetictreeto extractthe mostfundamentafootprint subsequences invariantsthat
are embeddedvithin a numberof relatedinfection sequence$ ¢, k = 1::n. Someof the sequencesnight be
explicitly mutatedby insertingirrelevant subsequencear replacingsomesubsequencwith anotherfunctionally-
equialentstring. An algorithmcalled UPGMA [18] originally usedin geneanalysishasbeenappliedto construct
suchatree.Initially, eachsequencé i is consideredsa clusterCy. Theseclustersareiteratively groupedwith the
mostrelatedonesothat, eventually thereis only oneclusterleft. Therelatednessr similarity betweertwo clusters
Ci andC;j isde ned asd :

1 X

% = {CKkC K

dpg (2)
p2 Ci ;q2 Cj

wherekCik andkC;j k denotethe numberof sequence clustersC; andC;. Thevalueof dyq is derved basedon

the Smith-Watermarscoringalgorithm. The clusteringalgorithmis furtherdescribedasfollows:

PHYLOGENETICTREECONSTRUCTION(F x;k=1 n)

1 Cc ;17T

2 for eachsequencé& ;i 2 1::n

3 do

4 AssignaclusterC; fF ;g

5 andadditintoC C S C

6 De ne aleafN; in T for F

7 for eachary othersequenc& ,j 2i+1 n
8 do

9 Calculatethe similarity betweerf ; andF |
10 dj  SMITH-WATERMAN(F i;Fj)

11 while kKCk 6 1

Suchinfectionsequencesanbe safelycollectedby unleashinghewormin our experimentakervironment(Section4.1.2).
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12 do Determinethetwo clustersC; andC;

13 s.t.dj is maximum s

14 De ne anew clusterCy = C; C;

15 andcalculatedy, for all |

16 Remawe C; andC; from C,Si.e.,C C G C
17 AddCy toC,i.e,C C Cy

18 Add aparentnodeNy to T with childrenN; andN;
19 returnT

Thecalculationin dy; in stepl5 canbecorvenientlyperformedbasedon following equation:

At = di kKCik + dj|ijk
KT TTkCik + kK

(3)

Thetime andspacecompleity of thealgorithmis O(n?), sincetherearen 1 iterationswith O(n) stepsin each

one.

3.3.3 Aligning Multiple Sequences

Thephylogenetidreeis usedto cateyorizethewormfootprintsequenceandguidetheactualalignmentof multiple
sequencesWithin the generatedree T the leaves containthe raw footprint sequencesvhile intermediatenodes
containthe sequencerepresentingheir childrennodes.A simplepost-ordetreetraversalalgorithm(shovn below)

canberecursvely appliedto constructherepresentadie sequencesntil therootof thetreeT is reached.

MULTIPLESEQUENCEALIGNMENT(T : PhylogeneticTreg
1 if T 6 NULL
2 then MULTIPLESEQUENCEALIGNMENT(T:left);
MULTIPLESEQUENCEALIGNMENT(T:right);
if T:left 6 NULL AND T:right 6 NULL

then T:sequence

o 01~ W

NEEDLEMAN-WUNSCH(T:left; T:right)

The actualsequenceonstructionis basedon the global alignmentalignment,i.e., the Needleman-Whschalgo-
rithm (Section3.2). An examplerun of the algorithmagainsta Welchiaworm variantis illustratedin Fig 5. The

sequencshawn attheroot of thetree

< variable> C1F1F1CyU1U; < variable> R»

is extractedasthe behavioral footprint for the Welchiaworm.
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Sequence 1 Sequence 2 Sequence 3

Figure 5. An Example Alignment of Multiple Worm Sequences/Footprints. These three sequences are
modied from the original Welchia worm sequence (Section 4.3) for illustration purpose . The r st
sequence ignores the second tftp UDP connection for the SVCH OST:exe le . The second sequence
contains the original infection sequence . The last one ignores the r st ICMP probing.

4 Evaluation

In this section,we rst describeour experimentalervironment(Section4.1), which is usedto trap “li ve” worms
andanalyzehistoricalworms.We thenderive theseworms' behaioral footprints(Sectiond.2) anddemonstratéheir
validity by shawving thatthey not only differ signi cantly from normalserviceaccessehaior, but alsoaccurately
characterizahe behaior of correspondingvorms. Later, by comparingwith content-basechgerprinting, our ex-
perimentdurtherdemonstrat¢éhe uniquenes¢Sectiond.3) androbustnesgSectiond.4) of behaioral footprintingin

worm recognitionandidenti cation.
4.1 Experimental Environments

Behavioral footprintscharacterizevormsby capturingtheir dynamicinfection sequencesThe dif culty in vali-
datingthe proposedschemdies in the safecollectionof infection sequencesf real-world worms. To addresghis
challenge we have implementedanddeployed (1) Collapsarf22], a honeg/farm architectureto trap live, real-world
wormsand (2) vGround[23], a virtual worm playgroundervironmentto safely unleashand obsere the dynamic

infectionbehaior of historicalreal-world worms.

4.1.1 Trapping Live Worms

The goal of trappinglive wormsis to collecttheir maliciousinfection sequencesTo achieve this goal, thereare

two importantconsiderations:

Honegypotserviceson dark addressspace Thereis a high concentratiorof malicioustraf ¢ in adark(namely
unallocated)P addresspace.By furtherdeploying high-interactionhoneypot serviceqd22] in suchdark ad-
dressspaceswe areableto collectoriginal tracesof self-propagtingworms.In our experimentakrvironment
(Collapsar)honeg/potsaredeployedusingvirtual machinegnabledy bothVMware[6] andUserModeLinux

(UML) [17].
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Off-siteanddistributedwormcapture A high-interactiorhone/potcanbeinfectedasarealhostby propagt-
ing worms. To collecta diversesetof worm infectiontraceswe have developeda numberof honeypot traf ¢

redirectorswhich forward dark spacetrafc from distributed participatingsitesto a centralizedocationfor
easywormtracecollection.By usingtraf ¢ re-directiontechniquesuchasProxy-ARPandGRE[20, 21], the

trafc redirectorsaretransparento remoteworm infectors.

We rst startedthe prototypeof Collapsarin February2003andit wasinitially deployedin August2003. Three
redirectorsare deployed in three Ethernet-basegroductionnetworks and forward traf ¢ to a centralizedfacility,
which s locatedin a separatd&thernetLAN. Encouraginglyright afterits deployment,it successfullycapturedone
instanceof the MSBIlasterworm. Laterin August2004,we expandedCollapsamdeploymentto threemoreproduction
networks: onelocal subnetetwork (20 IP addressespnewirelessLAN, andoneDSL network. The DSL network
is locatedin anotheradministratve domain.The hong/potsrun a variety of commodityoperatingsystemsincluding
RedHatLinux 7.2/8.0,Windows XP HomeEdition, FreeBSD4.2,andSolaris8.0. All trafc from/tothesehong/pots
arefully loggedthroughthe tcpdumptool. Using Collapsara numberof live real-world wormssuchasMSBIlaster

[9], Enbiei[8], Welchia[12], andSassef13] arecaptured'®. Furtheranalysisof thewormsarepresentedn Section
4.2.

4.1.2 Analyzing Historical Worms

Our hong/farm architectureCollapsaris ableto capturecurrently propagting worms. However, it is unableto
analyzeotherhistoricalworms. To thisend,we have createda virtual worm playgrouncervironmentcalledvGround,

wherewormscanbe safelyunleashe@ndmonitored.vGroundhasthefollowing features:

High delity with full-systemvirtualization Within avGround,realisticend-hostandnetwork entities(e.g.,
routersand re walls) are emulatedusing virtual machineg6, 17]. The adoptionof virtual machinesrings

greatcorvenienceand e xibility in supportingunmodi ed vulnerableservicesandoperatingsystems.

Strict con nementwith link-layer networkvirtualization A vGroundis usedto experimentwith malicious,
destructve worms. A con ned virtual network is necessaryo strictly containmaliciouswormtraf c andworm
damage.To this end,we have developeda link-layer network virtualizationtechniqueto safelyinterceptand
completelycon ne worm traf ¢ within the virtual playground.Our currentvGroundprototypesupportsboth

VMw areandUML-basedvirtual machines.

We have successfullyexperimentedwith a numberof historicalwormsandtheir variants,including Lion worm
[4], Slappeworm[37], Ramerworm [7], andSARSworm [10]. For eachexperimentthe dynamicinfectiontraces

arecapturedusingthetcpdumptool. Theanalysids presentedhn the next section.

ONotethatdueto thelimited scaleof our currentdeployment, it is lesslikely to captureall of Internetwormswhich areactive particularly
attheir early stage However, Collapsardid captureSasseworm onthe®stday (May 1, 2004)of its outbreak.
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4.2 Extracting Behavioral Footprints

With collectedtcpdumpog les, thenext stepisto extract 0 w sequencerelevantto worminfections.We develop
atool namedsneezédor this purposeall TCP/UDP/ICMP o w sequencesontainedwithin thelog areextractedand
additionalpaclet reassemblyr re-ordering,if necessaryis alsoperformed.TheseTCP/UDP/ICMPsequenceare
separateavith respecto eachaddrespair andarefurtherorderedbasedn theassociatedime-stamp.Theduration
andpayloadsizeof each o w is alsoautomaticallycalculatedoy sneeze.

An exampleoutputfrom sneezas shavn in Figure6. Thetraceinputis relatedto an completeinfection session

of the Sasseworm, whichis capturedby CollapsaronMay 1, 2004.

Figure 6. An Example Output of the Sneeze Tool

Note that when analyzingrelated TCP o ws, sneezeis ableto track relevant TCP states. Speci cally, within
extractedTCP o ws, ary TCPcontrolpacletwith SYN, ACK, FIN, or RST bit setarecontainedwithin theresulting
infectionsequenceThe TCP datapaclkets(thoughACK bit turnedon) areusuallyignored.However, asdiscussedn
Section3.1,additionalcontentsequenceyrotocolcomplianceanalysis or evenvulnerability-relatednformationcan
beintegratedhereto furtherenrichtheaccurag andeffectivenesof wormfootprints.We arecurrentlyextendingthe
prototypefor suchintegration.UDP andICMP o ws arealsorecordedvithin the sequence.

By consideringeachinteractionasthe behaioral phenotypethe algorithmdescribedn Section3 is appliedon
thesemultiple interactionsequenceto extractrepresentate behaioral footprints. The resultsareshavn in Table
1. Within the table,thoselettersdenoteeitherTCP o ws with differentcontrol bits or UDP/ICMP o ws. Also, the
letter C; representshe well-known three-vay TCP connectiorhandsha&. However, the sameletter usuallymeans
different eld contentge.g.,thedestinatiorport number)for differentfootprints.

It is encouragingo notethatwe are ableto reliably extract behaioral footprintsfor all wormsexamined. The
footprint of the MSBlasterworm hasbeenpictorially shovn in Figure2. Welchiaworm?!? is similar to MSBlaster

worm exceptthataninitial ICMP probingpacletis generatedbeforeactualinfectionandthe secondl’ CP connection

1 The Welchiaworm is a multi-vectorworm, which takesadwantageof two vulnerabilities,i.e.,the RPC-DCOMvulnerability (MS03-026)
andWebDAV vulnerability (MS03-007).Dueto the lack of the vulnerablellS senerin our environmentsetup the WebDAV-basednfection
is notableto bereproduced.
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Name InfectionVector Behaviorl FootprintsDerived CaptuedDate | Platforms
MSBlaster RPC-DCOMuvulnerability (MS03-026) CiR1C2U1U1R>2 Aug. 28,2003 | Windows
Welchia RPC-DCOMvulnerability (MS03-026) 1111 C1F1F1C2U1U1 U2 Uz R, Sep.17,2003 | Windows
WebDAV vulnerability (MS03-007)
Enbiei RPC-DCOMvulnerability(MS03-026) C1R1C2U1U1R2 Oct. 12,2003 | Windows
Sasser LSASSvulnerability(MS04-011) CiR1C,C3C4AF4F4F3F3R, May 1, 2004 Windows
Ramen LPRngvulnerability (CVE-2000-0917) ST S1R1CoF2F2C3C4F4F, - Linux
WU-FTPDvulnerability (CVE-2000-0573) SlF S1R;1C2R2C3R3 (awed) -
NFS-UTILSvuInerabiIity(CVE-2000-0666) S'1: S:R1U1U1U>,C,C3F3F3R> -
Lion BIND vulnerability(CA-2001-02) CiF; F1C;\C3 FsF3R2 - Linux
Slapper OpenSSlvulnerability (CA-2002-23) CiF1F1CoF, * 2, CiCpCos - Linux
SARS Samba/ulnerability(CAN-2003-0201) UiU1 U U, C1F1CoFoFoC3CaF4F4R3 - Linux/BSD

Table 1. Characterizing Self-Propagating Worms with Behavioral Footprints
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Figure 7. Behavioral Footprints of the Ramen Worm, a Multi-V ector Worm

(Cy) is initiated from the victim with a connect-baclshell-code.Note thatthoughMSBlasterand Welchiaexploit
the samevulnerability, their behaioral footprintsare different Enbiei worm exhibits a footprint similar to that of
MSBIlasterworm but hasa differentworm binary andpayload.Sasseworm usesthe ftp protocol(C3) to download
theworm replica. Within theftp sessiona PORTprimitive is initiated to startanothemreverseconnect-baclactvity
(Ca).

Tablel alsoshows the footprintsof severalhistoricalworms,which arederived from our worm playgroundenvi-
ronment(vGround). Ramenworm is a multi-vectorworm, which hasthreeinfection vectors(lVs): LPRng(CVE-
2000-0917)wu-ftpd (CVE-2000-0573)andnfs-utils (CVE-2000-0666)Interestinglythe exploitationonthewu-ftp
IV is awed, which could not resultin a successnfection. The footprintsfor Ramenwormson differentinfection
vectorsare alsovisualizedin Figure 7. Note thatan initial TCP control packet with SYN andFIN bits (ST) set,
sourceportbeing21, anddestinatiorportbeing2l, is usedto probethevictim amongall threelV-speci c footprints.

Anotherthreeexaminedworms,i.e.,Lion, SlapperandSARSworms,aresingle-vectorworms.Lion worm hasbeen
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describedn Section2.3. We deferthe discussiorof Slappemworm in Section4.4. SARSworm is a multi-platform
worm, which is ableto spreadacrossvariousplatforms(e.g, Debian3.0, Gentool.4.x, Mandrale 8.x/9.0,Redhat
6.x/7.x/8.0/9.0 Slackware 8.x/9.0,SuUSE7.x/8.x, FreeBSD4.x/5.0,NetBSD 1.5/1.6,and OpenBSD3.2). Its visual
presentatiofis omitteddueto spaceconstraint.

We wouldliketo highlightthatall of thesebehaior sequenceareuniquelyexhibitedby thecorrespondingvorms

andto the bestof our knowledge,arenot exhibitedwithin ary othernormalaccesse® correspondingervices.

4.3 Uniquenessof Behavioral Footprinting

Behavioral footprintingcapturesvorms' characteristicbasedn theirinfectioncycles.In this sectionwe demon-
stratethe bene t obtainedfrom this new dimensionfor worm identi cation. To this end,we performtrace-drven
worm recognitionexperiments. More speci cally, the sneezautility (Section4.2) is modi ed to serne asa worm
recognitiontool usingworms' behaioral footprints. We usea 7-hourtrace(80M containing3 live worm infections)
collectedby Collapsar[22] to demonstratéhe bene t of worm behaioral footprinting. For comparisonwe rst
apply a popularopen-sourceontent-basetDS, i.e., snort to detectpossibleintrusions?. Our own tool, sneezgis
thenappliedto the sametrace.Sneezés ableto identify all threeworminfectionsin thetracewith 0% falsepositive.

Theresultsfrom snortandsneezeareshavn in Table2 andFigure8, respectrely.

| | SnortSignatue | #Alerts | #Souces | #Dests |
1 | NETBIOSDCERPCISystemActvatorpathover av attemptittle endian 539 12 201
2 | NETBIOSSMB-DS SessiorSetupAnd X requesunicodeusernamever ov attempt | 15 1 1
3 | NETBIOSSMB-DSDCERPCNTLMSSPasnlover ov attempt 14 2 1
4 | ICMP SourceQuench 28 28 1
5 | ICMP redirecthost 27 1 1
6 | TFTPGet 24 1 4
7 | ICMP LargelCMP Paclet 3 2 2
8 | ICMP PING CyberKit2.2 Windows 307551 | 33 153549
9 | ICMP DestinationUnreachabl€€ommunicatiorAdministratively Prohibited 156 2 1
10 | SCANUPnNPservicediscover attempt 30 1 1
11 | NETBIOSSMB-DSIPC$shareunicodeaccess 6 3 1

Table 2. Worm Detection with Content Fing erprints

As Table2 shaws, snortperformsreasonablywell in recognizingvariousRPCDCOM buffer over ow attempts,
andin reportingnumerousalertsfor “ICMP PING CyberKit 2.2 Windows”, which correspondo the probingtraf ¢
from Welchiaworms. However, thesealertsaredistinctalertseventhoughthey might be causediy the sameworm
infectionsessionFigure8 shavstheresultfrom sneezeSneezaaturallyidenti es 3 successfulvorminfectionsand
alsoreports2 unsuccessfuborminfections(which werenotdiscoveredin [22]). Furthermanualanalysisshovs that
oneunsuccessfulvorm infection haserroneoushygenerated wrong addresg192.168.1.59to downloadthe worm
replicawhile anotherunsuccessfuihfectionhasa a wed exploitationin binding the commandshell service.Since

tftp protocolis usedfor all theseworms, we would like to compareboth outputsin this aspect. Table 2 reports4

2Thesignaturedatabaseisedin the snorthasbeenupdatedo containlatestcontent@gerprintsfor known intrusions.
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Figure 8. Worm Detection and Identi cation with Behavioral Footprints

alertswith messageSTFTP GET” while Figure8 further shaws thatonetftp is relatedto the Enbieiworm, onetftp
is relatedto the MSBlasterworm, andthe othertwo tftp arerelatedto the Welchiaworm, which usesonetftp session
to downloadthe le DLLH OST:exe (the worm payload)andthe othertftp sessiorfor SVCH OST:exe (a tftpd
daemon).

The comparisorclearly demonstratethe uniquenessf the behaioral footprinting dimension.Fromthe content
dimensionsnortinspectsveryincoming/outgoingacletandraisesagenerahlertif amaliciouscontentsequencées
detected Fromthe behaior dimensionsneezas ableto recognizeindividual wormsoncethe behaioral footprints

arematched.
4.4 Robustnessof Behavioral Footprinting

Previous subsectionglemonstratehe feasibility and effectivenessin extracting behaioral footprints for worm
characterizatioandrecognition.In thefollowing, we furthercompareherobustnes®f behaioral footprintingwith

the popularcontent ngerprinting dimensiorunderthreedifferenttypesof mutationattacks.

4.4.1 A Content-Mutation Attack

In this experiment,we examinethe robustnesaundera simple content-mutatiorattack. The Slapperworm is
choserfor thecomparison.

Within the snort system,thereare two Slappefrelatedsignaturesshovn in Table 3. To compare,a vGround
with 100 virtual nodesis rstly instantiatedand an instanceof the original Slapperworm is introducedinto the
ervironment. A tcpdumptrace le containingthe infection of slapperwormsis randomlyselected.Snortreports
two alertson the log le with the messagéMISC OpenSSLWorm Trafc” and ve alertsfor “WEB-MISC Bad
HTTP/1.1Request”.

Then,anotherexperimentis conductedby performinga simple mutationof the Slapperworm content:replacing

the string “TERM=xterm” with “TERM=linux” and“GET / HTTP/1.1” (the bannergrabbingroutine) with “GET
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|| SnortSignatue | Alert Messge |
1 | TERM=xterm MISC OpenSSLWorm Traf®c

2 | GET/HTTP/1.1 | WEB-MISCBadHTTP/1.1
RequestPotentiallyWorm Attack

Table 3. Snort Signatures for the Slapper Worm

[/ HTTP/10”. The samevGroundis usedto experimentwith the modi ed Slapperworm. Oncethe contentsare
mutatedno alertis generatedby snortfrom ary worm propagtiontrace.Otherrecentwork [45] hasalsocon rmed

thein-effectivenesof content ngerprints undercontentmutationattacks.
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Figure 9. The Behavior Footprint of the Slapper Worm

Behavioral footprinting demonstrate#s robustnesainderthis attack. In both casessneezas ableto identify the
samebehaioral sequenc®f the Slappemworm. As visualizedin Figure9, the slappemworm rstly opensa normal
TCP connectionC1F1F1) againstport 80 checkingthe reachabilityof remotehost; It thenissuesaninvalid HTTP
GET reques{(C,F,, half-close containingthe secondcontentsignatureusedin snort)to grabthe sener bannerand
guerythe versionof web sener; Lateron, it further establishe®0 simultaneougplain TCP connections(Q ,233 Ci,
openedwithout ary payloadandnever shutdavn) on 443 port to preparefor the two following exploitations(C »3,

Ca4). Finally, a urry (> 10; 000 of shortpaclets(1 bytein payload)canbe obseredfor the C,4 TCP connection.

4.4.2 A Traf c-Encryption Attack

In this experimentwe examinetherobustnessvhenthewholewormtraf c is encrypted.
As pointedoutin [37], theoriginal Slappemwormis propagtedthroughthetransmissiorf auuencodedersionof
theunencryptedvorm sourcecode.In this experimenta synthesize®lappewariantis rst instructedo encryptthe

wormsourcele beforepropa@tionandthenit is instructedto decryptthe le beforecompilingit andexecutingthe
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Figure 10. N-Gram Analysis on the Original Slap- Figure 11. N-Gram Analysis of the Slapper Worm
per Worm Variant with Encrypted Transmission

worm binaryin the infectedvictim. N-Gramanalysis(countingthe frequeng of n-lengthcombinationsf bytes)is
performedovertwo infectioninstancesonefor theoriginal Slappemwormwith transferof unencryptedvorm source
(shavn in Figure10) andthe otherfor the Slappemworm variantwith encryptedsource(shavn in Figurel11l).

The N-gramanalysison the original Slappemworm traceshavs several commonstringswith a muchhigherfre-
gueng of occurrencdghanotherstrings. However, thesestringsarenot the sameasthe signatureadoptedn snortto
detectSlapperworms. In fact, the signatureusedin snort“TERM=xterm” only happengwice within the N-Gram
analysis.It suggestshatthe most-recurringcontentblocksarenot necessarilhsuitablefor signaturepurpose.Once
the transmissioris encrypted.almostevery string hasequalprobability of occurrence.On the otherhand,the se-
quenceC1F1F1CsF> Q |2:23 Ci C23Co4 is exhibitedin boththe original andthe synthesizedlappemworm infections,
which demonstratethe applicability of behaioral footprintingevento wormsthatencrypttheir traf c.

j \ Sequence: C3CaCsCeC7C8C9o9C 10C 11C 12C 13C 14 € 15C 16C 17C 18C 19C 20C 21C 22C 23C 24
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Figure 12. A Phylog enetic Tree Built from 20 Polymorphic Behavioral Sequences of the Slapper Worm
Variant
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4.4.3 A Behavior-Polymorphism Attack

The previoustwo experimentsdlemonstrat¢he robustnes®f worm footprintsagainstcontent-mutatiomndtraf ¢

encryptionattacks. In this experiment,we further examinethe robustnessof worm footprints againsta behaior-
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polymorphismattack.

Insteadof following the behaior sequencahown in its original footprint, a behaior-polymorphicSlappemworm
variantis crafted,whichis capableof (1) intentionallyintroducinganarbitrarynumberof irrelevantor miscellaneous
sequenceduringtheinfection3; (2) intentionallyaddinga certainrandomtiming delayamongary two consecutie
infection steps;and(3) intelligently changingthe IP addresgrom which to downloadthe attackpayload,including
theworm replica. However, asrestrictedby the way to exploit the OpenSSLheapvulnerability (Section3.3.1),the
temporalorderin the original behaior sequencéasto be maintainedo ensuresuccessfuinfection.

A vGroundwith 1500virtual nodesis constructedndall successfuinfection sessionsrerecordedor sequence
analysis. For brevity andreadability Figure 12 only shavs the phylogenetictree built from collectedtraceswith
20 infectioninstances.The numbersn the leaf nodesareindex numbersirom 1 to 20. Thevaluesin intermediate
nodesndicatenormalizedsimilarity ([0; 1]) basedn Smith-Watermaralgorithm(Section3.2). Lowervalueindicates
highersimilarity betweenthetwo sub-clustersThe penaltyusedfor eachgapthroughthe algorithmisp = 2 and

the scoringmatrix usedfor Smith-Watermaralgorithmis

8

25 Xi = Vi
. ) i =Y
s(izj) = (4)
1; otherwise:

As we obsere, the phylogenetictree algorithmis still ableto extract the mostcritical part of the original be-
havior sequence:Q |2:23 CiC23C24, demonstratinghe resilienceof behaioral footprinting against the behaior-

polymorphismattack.

5 Limitations

As anew dimensionto characterizeelf-propagtingworms,behaioral footprintingshawvs greatpotentialin iden-
tifying all infectionincidentsof eachreal-world worm we have experimentedvith. However, we would lik e to point
outthatbehaioral footprintingis proposedo enrichworm characterizatiomlongwith otherdimensionseg.g.,con-
tent ngerprinting. It alonecouldleadto eitherincompleteor inaccuratevorm characterizationin thefollowing, we
describecurrentlimitationsof behaioral footprinting. Suchlimitationsalsocall for furtherimprovementof this new
dimensionandthe adoptionof a multiple-dimensionahpproacto worm characterizatiomndidenti cation.

Behavior substitution attacks Our currentpairwisealignmentalgorithmleverages basicsequencalignment
techniquepr morespeci cally, a simpleprede nedscoringmatrix (Section3.2),to align worm infectionsequences
wherea worm-identifying behaioral footprint is derived. An attacler might intentionally introducesomesubsti-
tutable subsequencayhich attemptsto corruptthe alignmentprocesswhile still achievesits goal for infection or

propagtion. For example within the ReplicationphasgFigurel), differenttransporichannelsor eventunnelingcan

B3we would like to pointoutthatthoughthewormis ableto initiate theconnectionge.g.,ICMP/TCP/UDP ows)to thevictim node,it can
not controlthereversedirectionasthevictim is notunderits controlyet beforea successfuéxploitation.
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beleveragedo retrieve thewormreplica.

However, if we re-examinethe motivation behindthe sequenceanalysisand considereachbehaior substitution
asa possiblemutation,suchattackis reminiscenf the classicchallengefacedby biologistson how to optimally
align genesequencesinderpossiblemutations. It is interestingto notethat two popularscoringmatricesusedin
genesequencalignment,.e., PAM [18] andBLOSSOM[18], have beenconstantlyevolved (andarestill evolving)
to re ect newly-discoveredmutationsfor decadesSimilarly, consideringhe scoringmatrix behindour algorithmis
primitive asit simplyreturnsl if two o wsarefully matchedadditionalefforts arestill necessarjo re ne thescoring
matrix. Fortunately our applicationdomainis differentfrom the original biological domainasa worm usuallycan
not evolve itself at runtimeandhasrelatively limited numberof possiblesubstitutions.In addition,a worm capable
of substitutingits infection stepsis likely to be morebloated(e.g.,re ected by its replicasize)thana compactone.
An over-bloatedwormis morelik ely to bedetectedn the rst place.

Behavior-camou aging attacks Behavioral footprintingis designedo captureaworm'sinfectionstepsexposed
duringits infection. A worm authormight attemptto inject fake stepsinto the infection sequencesAfter thesefake
stepshave beenincludedin the worm's behaioral footprint, the worm will stop exhibiting thesefake steps. As a
result,the behaioral footprint will experiencea suddenincreasen falsenegativesbecause full matchagainstthe
footprintwill fail from now on. Thefundamentasolutionis to identify andremove thosefake stepsusingtechniques
suchassemantic-legel analysig34, 44], whichis anon-going,challengingesearchopic. Anotherpossibleapproach
is to mitigate suchattackby adoptingpartial insteadof full footprint matching. However, a trade-of will be made
to determinethe con dencelevel of the partial matchingto avoid the opposite,namelyhigh falsepositives. Other

dimensionge.g.,content ngerprinting) may provide complementargapabilityin this case.
6 Relatedwork

Due to the signi cant threatimposedby self-propagting worms, securityresearcherbave exploredvariousdi-
mensiongo rst captureworms' uniguenessndthenapplythemfor wormidenti cation.

Amongthe mostnotable,content ngerprinting [26, 28, 33, 43] hasbeenwidely examinedandutilized to derive
the mostrepresentatie contentsequencesRealizingthe incorveniencein manuallyextractthe contentsequences,
severalsystemsuchasHong/comb[28], Autograph[26], EarlyBird[43] andPolygraphi33] have beenrecentlypro-
posedo automatehe content-basedignatureextractionprocessHowever, a contentsequencés only ableto detect
the worm activity within oneinfection stepor mostlikely, the exploitation stage(Figure1). Behavioral footprint-
ing insteadis proposedo captureworms' uniquenessluringits entireinfection sessionwhich nicely complements
contentngerprinting (Sectiord.3).

Another dimension,anomalydetection[1, 2, 3, 24, 29, 39, 48], leverageshe insight that worms arelikely to
generat@nomaloudpehaiors suchasportscannind24] andfailed connectiorattemptq1, 2, 3], which aredifferent

from the normalbehaior. Thoughsuchapproacthasbeendemonstrateéffective in detectingworm infection, it is
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notintendedto identifyworms. In otherwords,it mainly answerghe question'is thereaworm infection?”, notthe
guestiorfwhich wormis this?".

Otherpromisingdimensiongncludevulnerability-speci ccharacterizatiofil, 32, 47] andsemantic-aaretaint-
ednesgracking[14, 15, 34,40, 44]. Shield[47] or similarly Worm Vaccine[1] and GenericExploit Blocking [32]
proposehenotionof vulnerability-speci csignatureanduseit to accuratelylter outattack o ws. TaintCheck34],
Minos[15], Vigilante[14], andotherrelatedsystemd440, 44] enablethe detectionof unknowvn attacksby associating
atagto untrustednformationsourcesandreportinganalertif ataintedinstructionis executed.Theseschemesre
generallyapplicableevento detectunknawvn attacksor intrusions. While capableof detectingthe occurrenceof a
possibleexploitation,they do notattemptto characterizéheentire worm infectionprocessvhereexploitationis only
oneof theinfectionphases.

Differentfrom thesedimensionsbehaioral footprintingis anew but complementargimension Recentlyanother
relatedbehaior-orientedapproacH19] is proposed.However, it focuseson the intermachinepropagtion pattern
(tree)exhibitedby wormsaswell asthesimilar payloadfrom onemachingo another Moreover, it implicitly assumes
the existenceof worms' behaioral footprints,without justifying the existenceandproposingthe extractionof worm

behaioral footprints,whichis thefocusof our work.

7 Conclusion

We have presentecd nen promisingdimensionpehaioral footprinting,to enrichtheworm characterizatiospace.
Orthogonaland complementaryto existing dimensions behaioral footprinting characterizeshe temporalworm
infection process.Ef cient androbust algorithmsare proposedo accuratelyandreliably extract worm behaioral
footprints. Our experimentswith real-world worms,in comparisorwith the content-basechgerprinting approach,

clearlydemonstratéhe feasibility, uniquenessandrobustnes®f behaioral footprinting.
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